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Abstract

The use of Cloud Storage Services has had an accentuated growth over the past few years. With
the migration of these services, several security risks have risen, such as the lack of privacy in the
stored data and the need to trust the cloud providers’ intentions. To overcome these problems, this
thesis proposes Crypto Cloud, a secure cloud storage system based on the Storekeeper’s approach
[11, 10]. This solution allows for the use of multiple cloud providers without renouncing privacy,
guaranteeing the confidentiality and integrity of managed files, which brings new challenges related to
key management and access control. To address the key management, Crypto Cloud implements the
KMIP [9] protocol, which provides remote management of the users’ cryptographic keys, decoupling the
users and the clouds from the responsibility of managing these keys. The component implementing the
KMIP protocol takes advantage of Hardware Security Modules to handle the users’ keys and perform
remote cryptographic operations. To guarantee proper certification of the users’ keys and to assure their
identity when accessing the managed files, the system relies on a Public Key Infrastructure, which acts
as a trusted third-party entity. The solution also follows standards widely used in web applications, such
as the TLS/SSL [14, 12] protocols, for the establishment of secure communication channels between the
interacting parties, and the OAuth [8] protocol, for access control and authorization of users’ requests.
Keywords: Cloud Storage Services, Security and Privacy, Remote Key Management, Key Management
Interoperability, Hardware Security Modules

1. Introduction

Nowadays, the Internet is responsible for ex-
changing high volumes of information across the
world. This information has to be stored in proper
infrastructures, representing considerable man-
agement efforts for organizations. To decrease
these costs, the concept of Cloud Computing was
created. Cloud Computing results from the vir-
tualization of physical infrastructures and its main
goal is to provide high accessibility, availability and
scalability of computing resources (e.g. process-
ing, storage, applications) across the globe. These
cloud resources offer elastic characteristics and
can be provisioned on-demand by the users. The
Cloud Storage Services provide new features to
manage files, such as: file sharing, file version-
ing, concurrent access or disaster recovery. Given
this, users and organizations started abandoning
their private servers and migrating to cloud ser-
vices. However, the migration to these services
present some security risks, since users are for-
going their privacy and trusting their entire data to
cloud providers. Thus, most of the cloud providers
have full access to users’ files and do not apply
any type of protection over them. Hereupon, the

cloud services have been the target of massive at-
tacks, with the objective of reading or modifying the
stored data. For instance, in August 2014, hun-
dreds of private photos of celebrities were leaked
as result of a vulnerability in Apple iCloud’s authen-
tication mechanism [2]. Two years later, it was an-
nounced that 68 millions of user passwords from
Dropbox were leaked on the Internet [3].

With this in mind, Instituto Superior Técnico
(IST) in partnership with Multicert proposed the
creation of Crypto Cloud, a secure cloud storage
system. Crypto Cloud follows the Storekeeper’s
approach [11] and applies a novel key manage-
ment scheme that introduces two new components
to the existing architecture: a Key Management
Server and a Public Key Infrastructure (PKI). The
first is responsible for implementing the Key Man-
agement Interoperability Protocol (KMIP) standard
[9], which allows the remote access and manage-
ment of user’s cryptographic keys. The second cer-
tificates the users’ keys, guaranteeing proper au-
thentication when protecting and sharing sensitive
files. The solution also follows widely used stan-
dards for web applications, such as the TLS/SSL
[14, 12] or the OAuth [8] protocols.
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1.1. Goals
The main goal of Crypto Cloud, herein proposed,

is to improve the performance and security of an
existing secure cloud storage system, where users
can securely use multiple cloud storage providers
to store files, without trusting the cloud storage sys-
tems.

The second objective of this work is to improve
the usability of the system in particular the user key
management and usage. Considering this, a re-
mote secure Key Management Service (KMS) sup-
ported by Hardware Security Modules (HSMs), is
also used. To achieve this, open standards are
followed, assuring high-compatibility with existing
systems.

1.2. Structure of this Document
This document is organised as follows:

Section 2 presents an overview of the related
work on the subject of secure cloud storage
solutions; Section 3 describes the main aspects
of the proposed solution; Section 4 describes the
implementation details of the solution; Section 5
presents the evaluation of the proposed solution
and the analysis of the obtained results; and
Section 6 concludes this document.

2. Related Work
In this section, we detail relevant systems that

were developed with the main objective of provid-
ing secure cloud solutions. We start this presen-
tation by exposing their approaches in detail and
describing their features. To conclude, a compara-
tive analysis is presented.

BlueSky [16] provides data confidentiality using
their proxy to perform the encryption of the data.
Data integrity and file versioning features are guar-
anteed by performing regular checkpoints and log-
ging operations. However, this system relies on a
single cloud to backup local storage and does not
provide sharing services.

SPORC’s [7] approach achieved all the security
properties using a simple scheme: the confiden-
tiality is guaranteed using symmetric keys and the
integrity is achieved by signing documents’ opera-
tions with asymmetric keys. This system also im-
plements sharing, versioning and key distribution
mechanisms. However, this system relies on a sin-
gle cloud.

DepSky [4] guarantees integrity and availabil-
ity properties by implementing a byzantine fault-
tolerant quorum system. The approach also pro-
vides data confidentiality, by using symmetric keys,
and data sharing, using a secret share scheme to
distribute file keys. The file versioning is assured
by the metadata objects.

SCFS [5] presents a similar approach to

DepSky, using byzantine fault tolerant replication
and an analogous secret sharing scheme. This
system allows the use of single or multiple clouds.
However, authors do not state if users have to trust
the system with their cloud credentials and how the
access is done.

Storekeeper [11, 10] supports multiple cloud
providers and is supported by a directory server to
store metadata. It is assumed that this server does
not launch active attacks, thus metadata protection
was not part of the project’s scope. The users can
use their personal cloud accounts and an Applica-
tion Programming Interface (API) token is used to
protect users from trusting their credentials to the
server. The system guarantees data confidentiality
using symmetric keys, that are distributed to users
using public-key pairs. The approach also provides
sharing and access control mechanisms. However,
this approach does not consider data integrity and
employs a non-efficient key management mecha-
nism that performs extensive number of requests
to the Storekeeper Directory Server (SDS), result-
ing in a decrease of the application’s performance.

Table 1 summarizes the features of the previous
presented approaches. These systems are com-
pared based on their data and metadata protection
properties, sharing and file versioning mechanisms
and key distribution schemes.

3. Crypto Cloud
This section presents an overview of the pro-

posed solution for a secure cloud system. Crypto
Cloud is based on the Storekeeper’s concept, intro-
ducing two new components to the existing archi-
tecture, namely the Key Management Server and
a PKI. The Key Management Server is a remote
server that implements the KMIP protocol, and is
responsible for the access, storage and manage-
ment of the users’ cryptographic keys. The PKI
component acts as a third-party entity responsi-
ble for the certification of the users’ cryptographic
keys, establishing a linkage between the user’s
identity and his public key. In terms of function-
ality, Crypto Cloud implements an augmented ver-
sion of Storekeeper’s functional algorithms. The
basic algorithm was refined in order to provide in-
tegrity protection over stored files. The file shar-
ing algorithm follows the same approach, however,
the validity of users’ certificates is checked before
triggering the sharing mechanism. The file hom-
ing algorithm was enhanced, applying a garbage
collector mechanism.

3.1. Architecture

This section presents the Crypto Cloud’s archi-
tecture, depicted in Figure 1. The system con-
sists of five components: the client application,
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System Data
Sharing

Data
Confidentiality

Data
Integrity

Data
Versioning

Metadata
Confidentiality

Metadata
Integrity

Key
Distribution Multi-Cloud

BlueSky [16] X X X
SPORC [7] X X X X X X X
DepSky [4] X X X X X X
SCFS [5] X X X X X X
Storekeeper [11] X X X X X

Table 1: Comparison of existing solutions for secure cloud systems.

responsible for the system’s main functionality;
the Crypto Cloud Directory Server (CCDS), which
manages the system’s metadata; the Key Man-
agement Server (KMIP Server), for the access
and management of cryptographic keys; the Cloud
Stores, which are responsible for providing users’
storage space; and a PKI to certify and validate the
users’ public keys. The interaction between these
components is secured using the TLS communica-
tion protocol.

Figure 1: Crypto Cloud’s system architecture.

3.1.1. Crypto Cloud Client Application

The client application is the central component
of the system. It is responsible for managing
the user’s files and interacts with all other Crypto
Cloud’s components. The application allows au-
thenticated users to upload and download files, as
well as to manage their access permissions. It is
also possible to perform special operations, such
as the generation of a replacement pair for the
user’s cryptographic key pair.

The application provides an interface layer that
allows the interaction with the user, through a com-
mand line console. This layer forwards the re-
ceived input to a service layer that performs the
required operations. The service layer is respon-
sible for performing the users’ operations, guaran-
teeing the system’s functionality and security prop-
erties. To process the requests, the service relies
on a group of individual modules: the session man-
ager, the communication manager, the key man-
ager, and the file manager. The execution of the re-
quests through the different modules is completely
transparent to the user.

The session manager has the responsibility of
preserving the application’s local state after the

user successfully performed the login on the sys-
tem. This includes caching information about the
user and his managed files.

The communication manager is the module re-
sponsible for interacting with the CCDS. During the
login process, it authenticates the user towards the
CCDS, which provides an authorization token to
access the user’s resources.

The key manager controls the user’s crypto-
graphic key pair. It relies on the KMIP Client
API to access the cryptographic keys and perform
the cryptographic operations. Depending on the
key usage, the module offers two different work
modes: the local mode and the remote mode. The
first uses the KMIP protocol to retrieve the user’s
private key parameters and reconstruct the key.
When using this mode, the cryptographic opera-
tions are performed locally on the device. The
second uses the KMIP protocol to perform remote
cryptographic operations using the user’s private
key, without the need of locally maintaining the
user’s key.

The file manager maintains a workspace that
contains local copies of user’s files. This module
is capable of creating, reading and writing files. It
also manages a temporary directory used for tem-
porary files, and a conflict directory, where the con-
flict files are moved.

3.1.2. Crypto Cloud Directory Server

The CCDS serves the client application. This
component acts as a metadata repository, re-
sponsible for the system’s metadata associated to
users, files, shares and clouds. The managed in-
formation is persistently stored using a structured
database. The CCDS require users to authenti-
cate themselves before starting serving their re-
quests. After successful authentication, the CCDS
grants an authorization token that allows access to
its resources. The access control mechanisms are
checked on every request to prevent improper ac-
cess to the managed information.

3.1.3. Key Management Server

The system includes a Key Management Server
responsible for accessing and protecting users’ pri-
vate keys. This component frees the users and the
CCDS from the responsibility of managing users’
cryptographic keys. The server follows the KMIP
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protocol [9], allowing users to generate, obtain, use
and destroy their cryptographic keys. It requires
the authentication of every request handled by the
server. In order to serve its clients, our implemen-
tation for the KMIP protocol uses HSM hardware to
generate, access and use managed cryptographic
keys.

3.1.4. Cloud Stores

The cloud stores represent cloud accounts reg-
istered in the system by their owners. These
stores act as passive storage space, maintaining
the users’ files persistently stored in the cloud with-
out needing to run any type of application’s code.
To manage hosted files, the cloud providers grant
an access token after proper authentication of the
account’s owner. These tokens are used to access
the stores using the respective provider’s API, al-
lowing users to create, access, modify and delete
stored files.

3.1.5. Public Key Infrastructure

The PKI component is responsible for digital cer-
tification and validation of users’ public keys. It acts
as a trusted third party entity, increasing the sys-
tem’s trust when using public keys. This compo-
nent is capable of emitting X.509 certificates, bind-
ing the contained public key to its subject’s iden-
tity. It also maintains a repository of revoked cer-
tificates. This mechanism allows clients to check if
the certificate was revoked before using it.

3.2. User Authentication
The following describes the authentication

mechanisms that each one of the system’s com-
ponents follow for the user authentication.

3.2.1. Crypto Cloud Authentication

In Crypto Cloud, clients authenticate themselves
towards the CCDS using a password-based au-
thentication mechanism, where a client has to pro-
vide a valid username and secret password pair in
order to prove his identity. After this confirmation,
the CCDS delivers a unique time-limited authoriza-
tion token to the client. After receiving the token,
the client is allowed to use it by following the OAuth
Protocol [8] in order to access resources from the
CCDS. When the token’s lifetime ends, the client
has to repeat the authentication process in order to
get a new one. This protocol is widely used by web
applications and allows the use external authen-
tication services (e.g. Facebook Login or Google
Authentication Services).

3.2.2. Cloud Store Authentication

Our solution follows a similar approach as Store-
keeper [10, 11] for the user authentication towards
the Cloud Stores. The users authenticate them-

selves by login into the provider’s website and
allowing access to the Crypto Cloud application.
This generates an access token that is used to ac-
cess the user’s cloud stores through the provider’s
API without compromising the users’ credentials.
Since the usage of the access token grants full-
access to part of the user’s cloud service, it needs
to be securely maintained in order to protect the
cloud store from unrestricted access. Before stor-
ing the access token on the CCDS, the client ap-
plication uses a symmetric key (UK), to wrap and
read-protect the token from the CCDS and the re-
maining users. The UK key is then wrapped using
the user’s public key (PU).

3.2.3. Key Management Authentication

The Key Manager Server is a crucial component
of our solution, therefore it requires strong authen-
tication mechanisms. This component implements
the KMIP protocol [9], which requires user authen-
tication on every request. The users authenticate
themselves by providing their username and pass-
word credentials. These credentials are only han-
dled by the KMIP Protocol itself, meaning that they
are neither persistently stored at the CCDS nor at
the Client Application.

3.3. Functional Algorithm

One of the most important aspects of Crypto
Cloud is the protection of managed files, which
guarantees the confidentiality and integrity of
users’ sensitive files on public clouds. The follow-
ing describes the algorithms responsible for sup-
porting that functionality.

Before describing our algorithms, it is important
to introduce the three different keys that registered
users can hold: an asymmetric key pair, which in-
cludes a Private Key (PK) and a Public Key (PU),
and a symmetric key, called the User Key (UK). The
first is stored at the Key Management Server and
can only be handled by its owner. The second is
maintained at the CCDS and can be used by other
users in order to wrap keys. The last is manipu-
lated by its owner to protect sensitive user data.

3.3.1. Base Algorithm

The functional process of our proposed solution
involves management and protection of users’ files.
Thus, the client application has to ensure the data
confidentiality and integrity before uploading the
file to the cloud. The first step that our application
takes is to generate two new symmetric keys, the
File Key (FK) and Integrity Key (IK). Then, it uses
the IK to perform a HMAC calculation over the file’s
content, producing a fixed-size hash result. After
that, the algorithm performs the encryption of the
file using the FK and a pseudo-random IV. The
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produced hash result is concatenated alongside
with the ciphered content, as illustrated in Figure
2, and the protected file is uploaded to the user’s
cloud store. In order to prevent illicit use of the
keys, the FK and the IK keys are wrapped using
the user’s PU. To conclude, the file’s metadata and
the wrapped keys are stored at the CCDS and the
file is registered in the system. When a user tries
to read a file, the application performs the reverse
operations.

Figure 2: Example scenario to illustrate the base algorithm.
First, (1) the HMAC of file.doc is calculated using IK. Then, (2)
the content of file.doc is encrypted using FK. Lastly, (3) the re-
sult from the HMAC operation is merged with the result from the
encrypt operation.

Considering this combined approach, our solu-
tion can guarantee the confidentiality and integrity
of users’ files, preventing the CCDS, the cloud
providers, and other agents from reading or com-
promising user’s private files.

3.3.2. File Sharing

Although the introduced base algorithm ensures
the confidentiality and integrity of stored files, it
lacks in providing sharing functionalities. A possi-
ble approach for this mechanism is to wrap the file’s
FK and IK using the grantee’s PU. By doing this,
the grantee could unwrap this keys using his PK
and access the file’s content. However, revoking
access to a grantee from a file requires the regen-
eration of the FK and IK keys and, consequently,
the re-encryption and re-upload of the file. To over-
come this issue and implement efficient access re-
vocation, Crypto Cloud follows the Storekeeper’s
approach [11], avoiding re-encryption of the entire
file and redistribution of both new keys, which con-
sists of three new techniques:

1. Readers have access to a Read Key (RK):
instead of granting direct access to the FK, an
intermediary symmetric key is used, named
the Read Key (RK). This RK is used to wrap
the FK, which encrypts the file’s content.
Then, the RK is wrapped using each one of
the grantee’s PU;

2. Revocations produce a new RK: every time
a revocation occurs, a new RK has to be gen-
erated. This process includes the wrapping of
the existing FK using the, which is distributed

to the new set of members of the sharing
group using their PUs;

3. Updates generate a new FK: every time an
update to a file occurs, the file’s FK is replaced
with a new FK to encrypt the new file’s version.
The new FK is wrapped using the current RK
in order to allow the members of the sharing
group to continue reading future updates. Ad-
ditionally, Crypto Cloud renews the file’s IK to
decrease its exposure.

By following this algorithm, it is possible to dis-
rupt the access to the file’s content from old group
members. This approach presents a low over-
head, since it introduces a new intermediary key,
the RK, preventing the re-encryption of the file’s
content when performing the revocation, and also
refreshes the FK when performing an update, in-
hibiting revoked users to read new updates.

3.3.3. File Homing

In order to handle the files on cloud stores,
Crypto Cloud follows Storekeeper’s Staging Space
approach, which maintains staged files and re-
spects a remote-read local-write policy [11]. This
policy states that authorized users can read files
from other users’ cloud stores but their writes
can only be performed on their own cloud stores,
maintaining the isolation between users’ cloud ac-
counts. Although this mechanism achieves its
goal, maintaining staged files comes with some
secondary effects, such as: lost updates when
cloud stores are removed or free riding on user’s
clouds after a revocation occurred.

Crypto Cloud counters these problems by em-
ploying a File Homing technique. This technique,
similarly to Storekeeper [11], consists of period-
ically reallocate staged files back to its owner’s
cloud stores. The file homing process can only be
performed by files’ owners. This reallocation pro-
cess consists of three tasks: (1) download the en-
crypted file, (2) upload the download file to one of
the owner’s cloud stores, (3) update the file’s meta-
data at the CCDS with the new file’s location.

However, after the reallocation, the old loca-
tion still occupies someone else’s precious cloud
space. To address this issue, the CCDS stores
the old location of the file in a special data struc-
ture, named Ghost File Structure, upon receiving
a file reallocation request. The Ghost File Struc-
ture represents a stale file that is no more man-
aged by Crypto Cloud but still occupies someone
else’s cloud space. The Crypto Cloud’s users are
later notified to remove the Ghost Files hosted on
their cloud stores.
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4. Implementation
The following describes the implementation of

the proposed Crypto Cloud system. In Section 4.1,
we present an overview of the implementation, de-
scribing the technologies chosen. Then, in Section
4.2, we present our implementation for the KMIP
protocol, which is an important component of our
solution.

4.1. Overview

Our prototype for a Crypto Cloud system was
fully implemented in Java 8, and takes advantage
of Spring Framework v4 [13], which is an open
source application framework for the Java platform.
The Spring Framework is widely used in the devel-
opment of web applications, including in most of
the Multicert’s products. This framework allows the
use configurable Java Beans to wire various com-
ponents together, structuring the application into
multiple layers, increasing the flexibility of the im-
plementation. In overall, the Crypto Cloud’s pro-
totype comprises 5000 lines of code excluding the
implementation of the KMIP protocol.

The CCDS runs on a Spring Boot application, an
module of Spring Framework, which provides an
embedded Tomcat servlet that allows the creation
of a REST web service with little effort. The REST
endpoint represents the entry point of users’ re-
quests. The CCDS allows the aggregation of multi-
ple operations into a single request, decreasing the
number of interactions during the execution of the
Crypto Cloud’s protocol. The authorization to the
CCDS’s resources is done through the OAuth pro-
tocol [8], a common authorization standard for web
applications. The developed prototype couples the
Authorization Server and the Resource Server in-
side the CCDS’s machine. The users’ passwords
are encoded using the BCrypt [15], which is a ro-
bust encoding algorithm commonly used and rec-
ommended by NIST standards. After success-
ful authentication, our OAuth’s implementation pro-
vides 128-bit random access tokens with one hour
limited-lifetime in order to reduce the token’s ex-
posure and limit the windows of occurrence of
possible collisions. Regarding the database, the
CCDS relies on PostgreSQL database to securely
store and manage the data. The access to the
database is done through the Spring Data JPA
framework, reducing the effort needed to access
the database’s tables.

The Client Application interacts with the CCDS
through its REST endpoint. The requests are
encoded in JSON messages, a lightweight text-
based open standard designed for exchange of
data structures between applications, and sent
through secure TLS channels. Our implementa-
tion for the Client Application supports the integra-

tion with most popular public cloud providers, such
as Dropbox (API v2) and Google Drive (API v3).
Our implementation also supports the use of proxy
servers inside the network, resulting in benefits for
their clients. Regarding cryptography, our proto-
type relies on JCA APIs to perform cryptographic
operations. When dealing with symmetric cryptog-
raphy, we use 256-bit AES keys, with a pseudo-
random IV and the cipher is performed in CBC
mode with PKCS5 padding. For asymmetric cryp-
tography, we use 2048-bit RSA keys with PKCS1
padding. To perform the hashing of the content of
the managed files, our prototype uses the SHA512
hashing algorithm. When dealing with MAC opera-
tions, our implementation uses the HMAC SHA 256
algorithm with 256-bit AES keys. Currently, given
the context of the proposed solution, the chosen
cryptographic algorithms, as well as the key sizes,
were considered secure and not broken.

Crypto Cloud also implements logging mecha-
nisms, both in the Client Application and in the
CCDS, registering important information for future
analysis of potential attacks or failures. These
mechanisms take advantage of the Log4J v2
framework [1], which is one of the most commonly
used frameworks to implement logging on Java ap-
plications.

4.2. KMIP

The KMIP protocol is a well-defined standard
and widely accepted protocol for the remote use
and management of cryptographic keys. How-
ever, there was no stable open source implemen-
tation of the protocol available for use. This section
presents the implementation for the last published
version of the KMIP (version 1.3) [9].

Identically to the Crypto Cloud’s implementation,
our implementation for the KMIP protocol benefits
from tools widely used in the development of Mul-
ticert’s products, such as the Java 8 programming
language, the Spring Framework v4 [13], the Log4J
v2 framework [1] and the PostgreSQL DBMS. In
overall, the proposed implementation for the KMIP
protocol comprises 45000 lines of code.

4.2.1. Architecture

The architecture of the proposed KMIP imple-
mentation is composed of three main modules (see
Figure 3): the client module, which exposes an API
capable of create and send the protocol requests;
the server module, responsible for serving clients
and managing the cryptographic objects; and the
common module, that is common to both client
and server modules and is responsible for provid-
ing data representations of the objects of the KMIP
protocol.
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Figure 3: Main architecture of the KMIP protocol’s implementation.

Client Module

The client module provides an API capable of
interacting with a server endpoint using the KMIP
protocol, as long as they follow a compatible proto-
col version and implement compatible profiles.

The message builder component represents the
core of this module and has the responsibility of
building the protocol’s requests. This component
provides methods to set the address of the server’s
host, set the protocol’s headers and set the re-
quest’s payload. After building the request, the
message builder calls the common module to en-
code the KMIP objects into binary data. Then, the
data is forwarded to the message handler, which is
responsible for building the HTTPS message and
sending it to the server endpoint. When the client
receives a KMIP response, the message handler
forwards the received binary data to the common
module, which decodes it into KMIP objects. These
objects are then sent to the user’s application,
which retrieves the desired information.

Server Module

The server module is responsible for providing
the KMIP’s service. The module is composed of
four components: the REST controller, the service
component, the database component and the HSM
component.

The REST controller provides a web entrance for
the service, handling the received message to the
common module to decode the request into KMIP
objects. After this, the message handler forwards
the decoded request message to the service com-
ponent.

The service component represents the core of
the KMIP server. To provide the KMIP functional-
ity, the component relies on two services: the KMS
service and the access control service. When the
service component receives a request to a man-
aged object, the access control checks the user’s
permission for that object. If the request is allowed,

the KMS service proceeds with the operation. The
KMS allows the server to perform the clients’ re-
quired tasks. When performing operations’ proce-
dures, this component interacts with the HSM and
database components to perform cryptographic
operations and access persistent data.

The database component acts as a repository
to store KMIP objects in a persistent state. The
objects are mapped to entities and stored in SQL
tables. These tables maintain similar constraints
and relations as the KMIP objects.

The HSM component is responsible for perform-
ing cryptographic operations. This component
calls a provider’s proprietary API in order to in-
teract with the remote HSM hardware. The KMS
relies on this component to protect sensitive data
(e.g. cryptographic key’s material) before storing it
in the database. This cryptographic process is en-
tirely performed inside the HSM hardware, which
maintains a sensitive and non-exportable symmet-
ric key that was previously generated for that pur-
pose. The HSM component is also responsible for
supporting the KMS component when performing
cryptographic operations.

After processing the requested operation, the
KMS builds the operation’s response and forwards
it to the message handler. After this process, the
response is encoded under the form of binary data
(with the help of the common module) and sent
back to them client by the REST controller.

Common Module

This module creates a data context and offers a
data representation for the KMIP objects, as spec-
ified in the protocol’s specification [9]. The module
provides data representation for attributes, man-
aged objects, requests, responses and its fields.
Each one of these data structures provide an en-
coding mechanism to transform its data into a TTLV
scheme under binary form and vice-versa. When
encoding a KMIP object, our implementation for the
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encoder applies recursion to encode each one of
the object’s fields. The decoding of the data fol-
lows the same logic, taking advantage of the tags
of the TTLV format to determine which object is be-
ing decoded. The common module uses well de-
fined interfaces, providing high modularity and al-
lowing the creation of custom KMIP objects, such
as custom attributes or other extensions.

4.2.2. Transport

The transport of the messages between the
client and the server modules is done via HTTPS
through TLS channels, providing bidirectional pro-
tection of the communication. Both modules rely
on a keystore and a truststore to ensure mu-
tual authentication in the secure channel. The
KMIP users can further authenticate themselves
towards the system using the protocol’s authentica-
tion methods. In order to establish a secure chan-
nel, the implementation allows the use of TLSv1.0,
TLSv1.1 and TLSv1.2 as secure communication
protocols.

4.2.3. Profiles

The present implementation of protocol follows
official KMIP profiles [9] that define rules and con-
straints for the client/server interaction. The follow-
ing list describes the profiles that both our client
and our server are in conformance with.

• Baseline Basic Profile KMIP v1.3: defines
the basic KMIP functionality to implement,
such as: the KMIP objects, the operations
and the TTLV format as the default encoding
scheme;

• HTTPS Profile KMIP v1.3: defines the format
of the HTTPS messages to transport KMIP
messages, specifying the mandatory HTTPS
headers that have to be present in the mes-
sage;

• Baseline Profile TLS v1.2 KMIP v1.3: de-
fines the use and configuration of the TLS pro-
tocol to establish a secure channel between
the server and the client;

• Symmetric Key Lifecycle Profile KMIP v1.3:
defines the functionality required to create and
manage symmetric cryptographic keys;

• Asymmetric Key Lifecycle Profile KMIP
v1.3: defines the functionality required to cre-
ate and manage asymmetric key pairs;

• Basic Cryptographic Profile v1.3: defines
the functionality required to perform remote
encrypt and decrypt operations using man-
aged KMIP keys.

5. Evaluation
This section introduces the evaluation of Crypto

Cloud’s solution, describing the followed method-
ology and comparing the obtained results with the
Storekeeper’s [11] system.

5.1. Methodology
To evaluate the performance of our solution, sev-

eral benchmark tests were carried out. The la-
tencies measured from benchmarks were obtained
using a profiler software, called JProfiler v10.0
[6], which performs the instrumentation of the run-
ning code on a JVM. The experiments have been
performed over an Intel(R) Core(TM) i5 3230M
CPU running at 2.60GHz with TurboBoost tech-
nology enabled, with 8GB of DDR3 memory run-
ning at 1600MHz, and 500GB of HDD running at
7200rpm with 32MB of cache. The machine was
connected to the internet by an enterprise fiber-
network, with 250Mbps of download and 100Mbps
of upload speed. The OS used was Microsoft Win-
dows 8.1 (x64) running standard services. For
all experiments, the Client Application, the CCDS,
and the Key Management Server were deployed in
the same machine as the benchmarks. The HSM
hardware was simulated using the Utimaco Cryp-
toServer Simulator v5.4.6.

The benchmark tests consist of the Client Ap-
plication performing several operation requests to
the system. These operations includes: reading a
file from the cloud, writing a new file to the cloud,
sharing a file with a user and revoking a user from
accessing a file. Additionally, we also performed
the same benchmarks on the existing Storepeeker
[11] prototype, in order to compare the obtained
results. These operations were executed individu-
ally for 100 times, with approximately 10 seconds
of interval, and its mean time and standard devi-
ation were analysed. The experiments took place
on September, 2017.

5.2. Crypto Cloud Performance
In order to evaluate the performance of Crypto

Cloud, we obtained latency measures from each
of the Crypto Cloud’s operations using different
file sizes: 100KB, 1MB and 10MB. The bench-
marks were performed using the two Key Manager
modes from our solution: local keys and remote
keys modes. During these benchmarks, we did not
considered the latency times obtained from Cloud
upload and download operations, since these oper-
ations are performed outside of our controlled en-
vironment. Figure 4 depicts the latency measure-
ments obtained from the performed operations.

The read operation consists of getting the file’s
content and metadata, unwrapping its keys, and
decipher its content. From the obtained results
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Figure 4: Crypto Cloud’s mean latency and corresponding standard deviation per operation.

we can observe that the time of this operation in-
creases with the rise of the file’s size parameter.
This is explained by the increase in the time during
the decipher process. When comparing the results
from our prototype with Storekeeper’s prototype,
we can observe an improve in time performance
when running the application in local keys mode.
In this case, the operation’s time was reduced to
41% when reading 100KB files, 40% when read-
ing 1MB files and 78% when reading 10MB files.
This increase of performance is explained by the
improvements done in the CCDS’s operation and in
the Client Application’s internal state, which keeps
the user’s PK in-memory when running in local
mode. When running the application in remote
keys mode, we can observe an overhead that re-
sults from the remote use of the user’s PK.

The write operation also depends on the file’s
size parameter. This operation presents similar re-
sults for both local and remote modes, as the op-
eration only relies on the user’s PU that is kept
in local memory. When comparing the obtained
results, we can observe a large performance in-
crease facing the results from the Storekeeper’s
prototype. In this case, the results reveal a re-
duce from 19% to 21% of time spent when writ-
ing 100KB files, 24% to 28% when writing 1MB
files and 54% to 58% when writing 10MB files.
This increase of performance results mainly from
the fact that Crypto Cloud’s Client Application ini-
tializes the user’s Cloud Stores during the login
process while Storekeeper performs the initializa-
tion on every write operation. Also, Crypto Cloud
uses the most recent Clouds’ APIs versions and
the CCDS’s operation was improved.

The share operation consists of wrapping the
file’s RK with another user’s PU. This operation
only involves the file’s metadata and does not deals
with the file’s content, which results in similar la-
tency times for different file’s sizes. When compar-

ing the obtained results with Storekeeper’s results,
we can observe an increase of the operation’s time.
When running the application in local keys mode,
Crypto Cloud takes 12% to 20% more time than
Storekeeper’s approach. This decrease of perfor-
mance is related to the fact that our solution veri-
fies the validity of the user’s public certificate before
using them to share the file. As similar to the read
operation, there is an overhead associated to this
operation when running the application in remote
keys mode, which results from the remote use of
the user’s PK to unwrap the file’s RK.

Figure 5: Evolution of revoke operation’s latency in result of the
file’s ACL size.

The revoke operation consists of revoking the
user access to a file and renew the file’s RK. As
similar to the share operation, this operation only
deals with the file’s metadata, presenting similar re-
sults for different file’s sizes. However, this opera-
tions depends on the existing file’s ACL size, as the
new RK will have to be distributed to the file’s group
members. For this case, we considered revoking a
user from a file shared by two users. When com-
paring the results, our approach presents a de-
crease of performance in comparison with Store-
keeper’s approach. For instance, when running the
application in local keys mode, the operation takes
13% to 16% more time to execute than in Store-
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keeper’s approach. These results are explained by
the fact that Crypto Cloud guarantees the integrity
of its files, which adds complexity to the sharing al-
gorithm, as the file’s IK needs to be wrapped using
the new RK. Also, the application verifies the va-
lidity of users’ public certificates before wrapping
the new RK. When running the application in re-
mote keys mode it is observed, once again, that a
huge overhead exists. As similar to previous op-
erations, this overhead is originated by the use of
the user’s PK to unwrap the file’s RK before renew-
ing it. Figure 5 depicts the behaviour of the re-
voke operation for different number of users in the
sharing group (1 to 100 users). Looking in detail,
we can see that when dealing with files shared by
more than 4 users and running the application in
local keys mode, Crypto Cloud starts performing
better than Storekeeper. The best gain is achieved
when dealing with ACLs with 20 to 30 users, where
the operation of revoking a user only takes 60% of
time compared to the Storekeeper’s results. This
gain of performance results from the fact that the
improvements done at the CCDS (e.g. communi-
cation through REST interface, aggregation of re-
quests, SQL database) outcome the loss inherent
from the sharing algorithm.

6. Conclusions
The accentuated growth of users created new

challenges for cloud providers, such as the se-
curity and privacy of users’ resources. Recently,
some systems emerged in order to overcome with
the cloud security issues, however they all share a
common limitation: users are required to give ac-
cess to sensitive information (e.g. their cloud cre-
dentials). Storekeeper [11] addresses this prob-
lem by using authorization token to access users’
cloud resources. However, Storekeeper’s design
presents some fragilities, such as not providing in-
tegrity properties over stored files and following a
weak key management scheme for users’ crypto-
graphic keys..

The presented solution, Crypto Cloud, is a se-
cure cloud system that focus on improving the
performance and security of Storekeeper’s solu-
tion. To achieve this, the proposed solution in-
troduces two new components to the existing ar-
chitecture: a key management server and a PKI
infrastructure. The key management server de-
couples the CCDS from the management of the
cryptographic keys and follows the KMIP open pro-
tocol, relying on corporate HSMs to remote ac-
cess and manage the users’ cryptographic keys.
The PKI infrastructure acts as a trusted third-party
entity responsible for certification and validation
of users’ public keys. The protection of stored
files is also enhanced by implementing proper in-

tegrity verification mechanisms. Crypto Cloud im-
plements newer authentication and authorization
mechanisms based on OAuth open standard to
prevent illicit access to users’ resources. Regard-
ing performance, Crypto Cloud enhances its over-
all operation and can reach gains up to 40% of the
execution time when compared the same operation
on Storekeeper.
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