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Abstract— A wireless sensor network (WSN) consists of several 
nodes, each of them having the capability of sensing the 
surrounding environment and broadcasting this information 
through a radio transceiver. Each of these nodes also has a small 
energy storage unit and sometimes an energy harvesting unit. An 
essential part of a sensor network is the routing of data packets 
while consuming the least amount of energy to extend the sensor 
networks lifetime. 

In this paper, a study of existing WSN protocols and 
architectures is performed as well as the feasibility of using a real-
time operating system (RTOS) for its implementation. Based on the 
results of this study, a data-centric, location-based architecture 
network protocol is proposed. This protocol combines useful 
features from several different network protocols which were 
analyzed in the study. 
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I.  INTRODUCTION 

The constant increase of transistor count per wafer unit 
area makes it possible to cost-effectively put a system on a chip, 
providing smaller and more power efficient microcontroller 
(MCU), radio transceivers and complex 
microelectromechanical systems (MEMS) sensors. 

This development let to the creation and evolution of the 
Internet of Things (IoT) and to Wireless Sensor Networks 
(WSN). Internet of Things is the name given to the 
internetworking of smart devices, everyday devices that are, to 
some extent, autonomous and can be interacted with. Wireless 
Sensor Networks are networks created by many simple motes 
that are deployed throughout the physical world and measure 
physical quantities. 

In both IoT and WSN there is the necessity to coordinate 
and control communication between many devices, that are 
not necessarily connected directly to the internet or even have 
this ability. The creation of advanced networking software 
solutions that can deal with special conditions inherent to IoT 
and WSN is therefore essential. Although this is a relatively 
recent area there is already a lot of work and studies done but 
there are still a lot of issues to be researched. 

II. STATE OF THE ART 

As the use of WSNs grows, for many different applications 
and environmental conditions, more and more architectures 
for the transport layer of a WSN emerged. Today there are a 
great number of different network layer architectures 
developed for WSNs. This project focuses of Data-Centric 
architectures and Location-Based architectures.  

Data-centric architectures create paths by data flow and 
only exist as long as data is requested. Location-based 
architecture rely on location information that each mote has, 
to route data packets along a geographical path. 

Each of these architectures has many different 
implementations, some of them are introduced. 

A. Flooding and Gossiping 

Flooding is the simplest implementation of a data-centric 
network. Here each node sends data to all of its neighbors, 
except to the one from which it received the data packet in the 
first place. The sent packet travels through the network until it 
either reaches the destination or the maximum number of 
retransmits (hops) is reached. Flooding ensures that if there is 
a path between the source and the destination, the packets will 
be delivered. 

The main advantage of flooding is its simplicity and its main 
disadvantage is that is causes heavy data traffic. There are some 
techniques to ensure that packets don’t travel in the network 
indefinitely. One of them is tagging a packet so that a node can 
check if it already received and retransmitted the packet and 
therefore can ignore it. Another is limiting the maximum hops 
a packet is forwarded. Even with these techniques there are 
several other difficulties. 

B. Directed Diffusion and Gradient-Based Routing 

One of the most interesting approaches to organize data 
communication in a WSN is Directed Diffusion (DD) [1] and 
Gradient-Based Routing (GBR) [2]. They are similar, getting 
their inspiration from nature, namely the ants pheromone 
system used to organize their routes to resources. 
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In the case of DD, the process is initiated when there is a 
request from a node (the source) for data. This can be 
originated by an algorithm that needs data from other nodes or 
by an human input requesting data from the network and can 
happen anywhere in the network, as all nodes are 
homogenous. This request is diffused throughout the network 
and data matching the request is drawn back to the source 
through a reinforced path. 

Reinforcement is done locally, a node selects to which of his 
neighbors it will transmit more often, increasing the data rate, 
the selected node in turn selects one, or more, nodes from his 
neighbors. Depending on who starts the reinforcement and 
how the selecting process is done, different types of paths can 
be achieved (most reliable, fastest, lowest power 
consumption). The selection process can be done by choosing 
the node that most recently transmitted data. Figure 1 shows a 
simplified view of this process. 

 

Figure 1: Directed Diffusion [1]. 

The case of GBR is very similar but the reinforcement 
process is more advanced. To organize the network a 
pheromone message is used. This message is originated from 
the source node and broadcast throughout the network. This 
message also has a field, named Level, that is used for path 
reinforcement, and each node stores received pheromone 
messages.  

The level field of a message can be decremented at each 
hop and over time. When it reaches 0 the message is removed. 
By changing how the level field is decremented and changing 
the replacement policy, which pheromone message is kept if a 
new is received, the path reinforcement can be controlled. 

The main disadvantage of both DD and GBR is that they rely 
on flooding for path creation, resulting in a huge amount of 
traffic every time a new path needs to be established or an old 
path needs to be refreshed. 

C. Information Dissemination by Negotiation 

Information Dissemination by Negotiation (IDN) [3] is a 
location-based architecture, the messages are routed based on 

mote locations. It is also both event-driven and query-driven. 
Event-driven means that the data transmission is initiated by an 
event observed by a node i.e., it is sensor data driven. In 
contrast, in the query-driven model, transmission starts by a 
request for data from a node, normally called the source. 

To route packets IDN uses three types of messages, 
Advertisement of data (ADV), Request of data (REQ) and data 
messages. Advertisement messages originate from a node that 
observed an event (event-driven message) and is transmitted 
throughout the network in a way that creates an north-south 
partition in the network. A node transmits the message to the 
south if it received it from the north and vice versa. 

Request messages originate from a source node, when the 
source node requests new data from the network (query-
driven message). This message is then disseminated 
throughout the network in a way that creates an east-west 
partition in the network. A node transmits the message to the 
west if it received it from the east and vice versa. 

When both messages meet, the REQ message is routed to 
the node with the requested information using the path used 
by the ADV message. Once at its destination, this node returns 
the information to the source node. The information message 
travels back through the network, to the source, on the same 
path the REQ message toke. 

Figure 2 (a) illustrates the REQ and ADV message 
propagation with source node s for the ADV message, t for the 
REQ message and the rendezvous node u. From here (u) the 
REQ message is transmitted to s following the previous ADV 
message path (Figure 2 (b)). And finally, s sends the data back 
to the node t following along the REQ message path (Figure 2 
(c)). 

 

Figure 2: Information Dissemination by Negotiation [3]. 

The main advantage of IDN over DD and GBR is that there is 
no flooding involved and by using both event-driven and query-
driven messages it is quicker in retrieving data from the 
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network. Its main disadvantage is that it relays on node 
position, every node needs to know its geographical location. 

D. Geographical and Energy-Aware Routing 

Geographical and Energy-Aware Routing [4] is an energy-
aware architecture that uses the nodes geographical location 
to route packets to the target area. It is similar to DD, but 
instead of flooding the network with interest messages, it 
directs this message to the target area using the nodes position 
information. This architecture has three phases. In phase one 
the interest message is routed to the target area using a 
combination of nearest-to-target-region approach and lowest 
energy cost. In the second phase, this message is disseminated 
in the target area using either recursive geographic forwarding 
or restricted flooding. Finally, the requested data is routed back 
to the source node using the path established in the first and 
second phase with possible changes to minimize energy cost. 
Figure 3 depicts this architecture with multiple requests for 
different target regions. Blue lines represent the paths created 
by the first phase, and black lines the paths created by the 
second phase. 

 

Figure 3: Geographical and Energy Aware Routing [4]. 

III. THE NETWORK 

The developed network consists of 5 layers: the physical 
layer, the data link layer, the network layer, the transport layer 
and the application layer. For ease of development, each of 
these layers is implemented in a separate task and the 
communication between them is done through dedicated 
queues. This implementation is not ideal, especially when a 
very low response time is important as there is a significant 
delay when switching from one task (layer) to the next. 

A. Physical Layer 

The physical layer consists of the hardware responsible for 
the transmission of the network packets. In this project, a radio 
transceiver from STMicroelectronics is used, namely the 
SPIRIT1. This is a low power Sub-GHz transceiver that is highly 
configurable. 

The modulation used is Gaussian minimum-shift keying 
(GSMK), a variant of minimum-shift keying (MSK), where a 
Gaussian filter is applied to the data stream before being 
applied to a frequency modulator. This results in reduced 
sideband power which reduces out-of-band interference from 
adjacent frequency channels. The GMSK modulation is 
generally specified by the BT product of the Gaussian filter 
used, where B is the 3 dB bandwidth of the filter and T is the 
symbol duration (the SPIRIT1 has a selectable BT of 1 or 0.5). 
Figure 4 shows the relation between the spectral density and 
the BT product, also for MSK. 

 

Figure 4: Spectral Density of GMSK [5]. 

The radio used is not capable of creating a perfect GMSK 
modulation because the frequency deviation cannot be set 
exactly, it is approximated to the closest available one. In case 
of the default bitrate of 38433 bits/s the ideal deviation should 
be 19216.5 Hz but the radio uses 19836 Hz. 

The SPIRIT1 offers advanced packet handling capabilities 
but because they can interfere with the network created the 
simplest one is used, the basic packet. Also, to catch 
transmission errors a CRC code is used. The CRC code used is a 
16-bit CRC with a polynomial of 0x8005 (x16+x15+x2+1). 

B. Data Link Layer 

The data link layer is responsible for creating a way to 
transfer data reliably between two motes. In this layer a radio 
power consumption reduction technique is implemented [6]. 
This is because although the radio is low power it still consumes 
significantly more energy when in RX mode than the rest of the 
system when waiting, in stop mode. 

To reduce the power consumption of the radio and still 
reliably receive data packets a radio duty cycling technique is 
implemented. This technique puts the radio in RX state during 
y ms every x ms. This leads to a synchronization issue of the 
transmitting and receiving radio. The receiving radio needs to 
be in RX mode before and during the transmission of the data 
packet from the transmitting node. 

To accomplish the synchronization a dummy message is 
sent from the transmitter. The receiver, when capturing this 
dummy message, puts the radio in RX state during a longer 
period in the next cycle. This is when the actual data 
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transmission occurs. The radio itself guarantees that it stays in 
RX mode during the complete time of the data transmission. 

This technique is shown in Figure 5. This Figure also shows 
another technique implemented, carrier sense. This is used by 
the transmitting radio to sense if there are other transmissions 
happening at the same time. The transmitter goes into RX 
mode during a defined period and listens if there are any 
transmission ongoing, if the RSSI value goes above a defined 
threshold. 

 

Figure 5: Radio duty cycling and carrier sense. 

C. Network Layer 

The network layer is responsible for host addressing and 
message acknowledgment and retransmission. Host addressing 
is responsible to assign unique ID’s to nodes in the WSN. In this 
project, a global unique ID scheme is used i.e., every node can 
be addressed uniquely.  

To assign global unique ID’s, an algorithm is developed, 
based on Self-organized ID Assignment in Wireless Networks 
(SIDA) [7]. This algorithm consists of two parts. In the first part, 
a binary tree is created with all nodes in it. For this a source 
node, sends out INVITE messages to all its neighbors. All of 
these neighbors who don’t already have an assigned parent 
respond with an INVITE_RESPONSE message. Upon receiving 
these messages, the parent chooses two nodes to add them as 
his child’s by sending them a PARENT_INVITE message. Nodes 
now choose from all received PARENT_INVITE message one as 
their parent and respond to it with a PARENT_RESPONSE 
message. Nodes who sent a PARENT_RESPONSE message are 
now part of the binary tree and start this process over again. A 
parent node waits for these PARENT_RESPONSE messages, if it 
received fewer as two, binary tree, it resends a PARENT_INVITE 
to another neighbor, one that it didn’t yet send one. When a 
parent node did not receive any PARENT_RESPONSE message 
and because of this has no children, it is a leaf node. A leaf node 
sends back a LEAF_MESSAGE to its parent with a branch length 
of 1, it has no children. Every parent node waits to receive a 
LEAF_MESSAGE from each of its children’s. When the parent 
received all LEAF_MESSAGES from its child’s, it in turn sends a 
LEAF_MESSAGE to its parent with a branch length equal to the 
some of the branch lengths received from its children plus one, 
itself. When the source node receives all LEAF_MESSAGE 
messages it knows the size of the binary tree and therefore the 
size of the whole network. 

Part 2 is again initiated by the source node. The source node 
sends an ID_ASSIGN message to its children containing the ID 
length (how many bits the ID has), the ID for the child and the 

max{ID} of the whole network. Each node is assigned with 2 
ID’s, one for itself and one it can give away to nodes that join 
during the lifetime of the sensor network (the actual number of 
IDs assigned can be modified to accommodate for more 
dynamic networks). Each node that received the ID_ASSIGN 
message then sets its own ID and saves the max{ID} and the ID 
length and then sends a ID_ASSIGN message to its children. 
Because every parent knows from the first part how many 
nodes each of its branches has, it can assign the right ID to each 
child without creating ID conflicts further down in the tree. The 
ID of one child is the parent ID + 2 and the ID of the other child 
is the parent ID + 2*(#children from child node one) + 2. 

Figure 6 shows the result of this process, the blue dot is the 
source node (where the whole algorithm started), the orange 
circumference is the transmission range of the source node 
(equal for all nodes) and the dark grey lines are all ID_ASSIGN 
messages. 

 

Figure 6: ID assignment. 

The network layer is also responsible for message 
acknowledgment and retransmission of failed messages. For 
message acknowledgment two techniques are used, explicit 
acknowledgment messages and implicit ones. Explicit 
acknowledge messages are messages whose purpose is only to 
acknowledge a previous message. This is used when the other 
technique cannot be used, mainly when a message is directed 
to only one ID. Implicit acknowledgement uses normal 
messages to acknowledge previous messages. This explores the 
fact that in a wireless communication network all surrounding 
nodes receive the transmitted message, even when it is not for 
them. This can be used to implicitly acknowledge messages. But 
this is only possible with messages that are always 
retransmitted by the receiving node, here the retransmission of 
the message implies that it received the message in the first 
place and can therefore be used as an acknowledgment. 

D. Transport Layer 

The transport layer is responsible for creating host-to-host 
communication services for the application layer. In the created 
network, this layer is responsible for redirecting messages to 
the correct node(s) so that the data from the application layer 
is transmitted to its destination successfully and with minimal 
cost. 
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The implemented architecture is a mixture of data-centric 
and location-based architectures. Using both techniques from 
DD and GBR as well as Geographical and Energy-Aware Routing.  

The architecture uses two different messages, a request 
message (REQ) that is sent from the origin (source) to the 
destination node(s) (sink) and an information message (INF) 
that is sent from the sink(s) to the source. Also, the network 
path creation (message transmission) can be divided into three 
phases. 

During phase one the REQ message is routed from the 
source to the sink(s). The selection of the destination can be 
made in three different ways, either by ID, by geographical area 
or by choosing information about specific sensors. In the case 
of geographical area, all nodes inside the selected area are 
considered destination and return the requested information. 
In the case of selecting specific sensor information, all nodes 
that have this information are considered destination and 
return the requested information e.g., if temperature is chosen, 
all nodes that have a temperature sensor are destinations. 

The REQ message can be routed to its destination in three 
different ways, the first one is by flooding, this is the simplest 
and least efficient one but guaranties the delivery of the REQ 
message to the destination whenever this is possible.  

The second way is using location information of node 
position to route the message. When a node receives a REQ 
message it draws a line between the source and the 
destination, transmission path, and checks how far away from 
this line it is. If it is below a defined limit it retransmits the 
message. In case that it is inside the destination area it always 
retransmits the message. This method is shown in Figure 7. 

In this example, the source node is in the lower right corner, 
the destination area in the upper left shown as a light green 
circle, the transmission path is the yellow line, the REQ 
messages are represented by the black lines and the INF 
messages by the red lines. 

 

Figure 7: Location Based Dissemination. 

This method can get stuck, when there are no nodes around 
the transmission path. If this happens the REQ message is 
simply flooded throughout the whole network. 

The third method to route the REQ message, and the most 
efficient, is using previous message paths to route this 
message. This uses the fact that the INF messages always use 
an optimal path from destination to the source and this path 
can be used to also route the REQ message from the source to 
the destination in subsequent REQ messages. This method can 
only be used when the destination is selected by an ID and 
there already was a REQ message routed and INF message 
routed to/from this node. 

In the second phase, when the REQ message reached their 
destinations, clusters are created to aggregate INF messages. 
When a node receives a REQ message and it is the destination 
of this it checks if it has a cluster in its 1-hop neighborhood, if 
true it sends its INF message to this node, if not it sets itself as 
a cluster and informs neighboring nodes about that. Cluster 
heads wait for a defined period for INF messages from their 
neighbors. After this period, the received messages are merged 
together to from one large INF message. It is also here that 
sensor information can be merged e.g., all temperature values 
from all the neighbors can be merged into a mean value 
representing now this area. 

Finally, in phase three, the INF message is routed back from 
the cluster heads to the source. This is done by using 
information from the first phase, the REQ message 
dissemination. Criteria are selected to be used to choose 
amongst the many received REQ messages which one is the 
best and then the INF message is routed to the sender of this 
message. By using different criteria and combining them, 
different return paths can be achieved. Each of this return paths 
is better for some case e.g., best reliability, lowest energy 
consumption or fastest path. It is also possible to route the INF 
message along more than one path, for redundancy. 

E. Application Layer 

The application layer is responsible for interpreting the 
messages transmitted and respond accordingly. This is the 
highest layer implemented. It is also the layer that actually does 
the INF message merging at a cluster. The transport layer 
creates and maintains the clusters but the application layer 
does the merging. 

When a node receives a REQ message as its final destination 
it is analyzed by the application layer. There are three kinds of 
REQ messages, commands, requests or command and 
requests. The latter is just a message that combines both 
commands and requests. 

A command message is there to change parameters of the 
mote, like data rate or sensor resolutions. A request message is 
there to request actual sensor data from the mote. This means 
that the application task either executes a command to change 
parameters or it gets the requested sensor information and 
routes them back as an INF message. 
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IV. SIMULATOR 

To facilitate testing and development of the network 
protocol a simulator was developed. It is required for 
validations of the network algorithms because at short term it 
will not be possible to deploy a physical network for testing (this 
will be done in the future). Only the transport layer and part of 
the network layer can be tested and developed with this 
simulator as they are sufficiently independent of the 
microcontroller and transceiver to be simulated in a relatively 
simple way. The simulator enables the deployment of motes in 
a random or controlled fashion, with configurable area, number 
of motes and transmission range. This simulator is written in 
C++ using graphical the graphical libraries SFML (for mote and 
message graphics drawings) and SFGUI (for menus).  

Each mote is simulated by an individual thread, running only 
the network layer and transport layer code. To communicate 
with other motes a shared class system is used. This class 
emulates the wireless radio transceiver. When a mote sends a 
new packet, this packet is analyzed by the shared class and is 
then copied to all motes (i.e., to their thread) that are in the 
specified radio range of the sender mote. The message must be 
copied and not only shared to all receiving motes because they 
run on independent tasks and need to modify the message 
independently. 

All configurations and variables (like message and neighbor 
lists) are accessible by the main task (the one which is 
responsible for the GUI) so that it is easy to visualize and alter 
this. Figure 8 shows a view of the simulator during a network 
simulation.  

 

Figure 8: In simulation view. 

The menu on the right is the “Mote Settings” menu, this 
shows some parameters of the selected node like its neighbors, 
and is also used to send a REQ message. In the middle lower 
part, the main simulation menu is shown, where characteristics 
of the simulation can be selected and a simulation can be 
started. Above that the “Mote Info” window is shown, this 
shows some information about the mote where the mouse is 
currently over, like its energy status or its location. In the upper 
left corner is the “Message List” window, this shows all 
messages that where sent. 

The code which is shared between the simulation and the 
actual motes (running on the microcontroller) like the network 

and transport layer code and the multiple lists, are written in C. 
This allows a very easy transition from the simulation code to 
the microcontroller code. 

V. FREERTOS AND ENERGY SAVING 

To decrease power consumption, the microcontroller is put 
in a lower power state, stop mode 1, whenever possible. To 
know when the microcontroller can be put in this low power 
state, a functionality of FreeRTOS is used, tickles idle. In this 
mode, whenever there are no tasks running, FreeRTOS turns off 
its tick timer and puts the microcontroller in the low power 
state. 

The combination of these with the low duty cycle radio 
implementation allows for a low power consumption of the 
mote. Because the low power mode of the microcontroller is 
quite efficient, the main power draw is still due to the radio 
even with the use of RX duty cycling. 

The combined use of tickles idle and radio duty cycling is 
visible in Figure 9. This Figure shows a typical current 
consumption scenario during a packet transmission, like the 
one from Figure 5, and before and after that transmission, 
including the microcontroller and the radio. Both the current 
spikes from the radio RX and TX modes and the ones from 
different power states of the microcontroller are visible. 

 

Figure 9: Current consumption during a packet transmission. 

The blue line is the system current consumption and the 
yellow line the TX state of the radio. At the beginning, the 
current spikes from RX duty cycling are clearly visible. The First 
higher spike is when the microcontroller awakes to start the 
packet transmission, here the radio is still in RX duty cycling. 
The first longer bump is the CS test with the radio being in RX 
mode during a longer period. The next is the dummy packet 
transmission and the third one is the actual packet being 
transmitted. They are both also identifiable because of the 
radio being in TX mode during this time, the yellow line. The 
sudden drop during the transmission of the actual byte is due 
to the microcontroller going into the low power state as it 
already transmitted the data packet to the radio buffer and 
does not need to stay awaken any more. 

VI. CONCLUSIONS 

As seen in Section II, there several different architectures 
for a WSN protocol. Each of these architectures has their 
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strengths and shortcomings. The objective of this project was 
to leverage the strengths and weaknesses from these protocols 
and network architectures with the goal of creating a custom, 
optimized solution. During the development, it became 
necessary to develop every layer of a network architecture. To 
test some parts of the architecture a simulator was necessary, 
and it was also developed during this project. 

The main focus of the project remained the routing of 
messages. The algorithm developed is essentially a data-centric 
architecture with the addition of a location-based system that 
is used whenever possible. There were also some other 
improvements, like cluster formation and better request 
message routing. The final algorithm performs better than a 
pure data-centric one, worst case equally, and it overcomes 
problems from a location-based one like the mandatory use of 
location data. This is still recommended and with it the 
algorithm performs better but it also works without it. 

Assigning unique ID’s to motes was thought to be a simple 
task but, in order for it to function properly and save energy in 
the long run, it turned out to be a complex task. Many 
techniques were looked upon and some were tried out but in 
the end a different technique was developed, based on the 
most promising one tested. Also during the implementation of 
energy saving techniques for the microcontroller, using 
FreeRTOS features, it became obvious that there was also a 
need to implement an energy saving technique for the radio. 
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