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Abstract 

A wireless sensor network (WSN) consists of several nodes, each of them having the capability of sensing 

the surrounding environment and broadcasting this information through a radio transceiver. Each of these nodes 

also has a small energy storage unit and sometimes an energy harvesting unit. An essential part of a sensor 

network is the routing of data packets while consuming the least amount of energy, to extend the sensor 

networks lifetime. 

This project, which this report is part of, consists on developing a network protocol for a wireless sensor 

network that works in the sub-GHz band, which is capable of dynamically changing the routing paths to optimize 

the network with respect to different target metrics like power consumption, throughput or reliability. 

In this report a study of existing WSN protocols and architectures is performed as well as the feasibility of 

using a real-time operating system (RTOS) for WSN implementation. Based on the results of this study, a data-

centric, location-based architecture network protocol is proposed. This protocol combines useful features from 

several different network protocols which are analyzed in the study. The system is developed on a STM ARM 

Cortex-M4f low power microcontroller with a STM SPIRIT1 sub-GHz transceiver and uses FreeRTOS exploring its 

power saving features. 

 

 

Keywords: Wireless Sensor Network, Data-Centric Architectures, Location-based architectures, Directed 

Diffusion, Power Saving, FreeRTOS 
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Resumo 

Uma rede de sensores sem fios (Wireless Sensor Network, WSN) consiste num conjunto de nós, cada um 

deles com a capacidade de avaliar e medir parâmetros do meio ambiente em redor e transmitir esta informação 

através de um transcetor de rádio. Cada nó também dispõe de uma unidade pequena de armazenamento de 

energia e por vezes de uma unidade de colheita de energia. Uma parte essencial de uma rede de sensores é o 

encaminhamento dos pacotes de dados com o menor consumo energético possível para estender a vida útil da 

rede. 

Este projeto, de que este relatório faz parte, consiste no desenvolvimento de um protocolo de rede para 

uma rede de sensores sem fio, que funciona na banda sub-GHz, capaz de alterar dinamicamente os caminhos de 

encaminhamento para otimizar a rede em relação a diferentes métricas-alvo como o consumo de energia, o 

débito ou a fiabilidade. 

Neste projeto é realizado um estudo das diversas arquiteturas e protocolos de redes WSN, bem como a 

análise da possibilidade de utilizar um sistema operativo em tempo real na sua implementação. Com base nos 

resultados deste estudo é proposto um protocolo de rede com uma arquitetura centrada nos dados e na 

localização. Este protocolo combina características úteis de vários protocolos de rede diferentes que são 

analisados no estudo. O sistema é implementado num microcontrolador STM ARM Cortex-M4f de baixo consumo 

com um transcetor STM SPIRIT1 sub-GHz e utiliza o sistema operativo FreeRTOS explorando os seus mecanismos 

de poupança de energia. 

 

 

Palavras-chave: Rede de Sensores Sem Fios, Arquiteturas Centradas em Dados, Arquiteturas Baseadas na 

Localização, Difusão Dirigida, Economia de Energia, FreeRTOS 
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1 Introduction 

1.1 Purpose and motivation 

The constant increase of transistor count per wafer unit area makes it possible to cost-effectively put a 

system on a chip, providing smaller and more power efficient microcontroller (MCU), radio transceivers and 

complex microelectromechanical systems (MEMS) sensors. 

This evolution led to the smarting up of everyday devices that connect to other devices and networks and 

that can, to some extent, operate interactively and autonomously. Such devices are creatively denominated as 

smart devices and include smartphones, smartwatches, smart TV and increasingly other more common devices 

like light switches, thermostats, cars and refrigerators. The internetworking of smart devices, which collect and 

exchange data, is called the Internet of Things (IoT). 

The advancement in semiconductor manufacturing technology also led to the possibility of creating small 

and energy efficient motes1 that incorporate a MCU, diverse sensors and a radio transceiver that can be deployed 

throughout the physical world to measure physical quantities. These motes provide dense sensing close to 

physical phenomena, processing this information, communicating with other motes and coordinating actions. 

Combining these motes with a network makes it possible to instrument the world with increasing fidelity and 

reliability. 

In both IoT and Wireless Sensor Networks (WSN) there is the necessity to coordinate and control 

communication between a large number of devices, that are not necessarily connected directly to the internet 

or even have this ability. The creation of advanced networking software solutions that can deal with special 

conditions inherent to IoT and WSN is therefore essential. Although this is a relatively recent area there is already 

a lot of work and studies done but, being a recent field of study, there are still a lot of issues to be researched. 

1.2 Goals and challenges 

The main objective of this project is to develop an adaptive and reconfigurable network for IoT based on 

radio frequency (RF) in the sub-GHz range. The project is hardware-based on an STM-ARM MCU board connected 

to a sub-GHz SPIRIT1 transceiver. Two other parallel projects (also leading to MSc thesis) will address 

complementary issues namely 1) Sensor implementation and energy harvesting/management and 2) Base 

station and web interface. This work consists on the development of the software for the network using several 

of these transceivers. This software, which will run on a STM-ARM MCU, needs to be able to reconfigure the 

network automatically for different propagation conditions and optimize itself for different configurable target 

characteristics, such as data-rate, reliability or power consumption optimization. 

                                                                 
1 A “mote” is short for “remote wireless transceiver with sensors” 
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1.3 Original Contributions 

Although the algorithms implemented in this project were inspired by existing ones, most of them benefited 

from original modifications which added new functionalities or contributed with techniques to improve them. 

These modifications ware done in the identification (ID) assignment algorithm and on the network transport 

layer algorithm. 

For the ID assignment, the base algorithm was modified to remove, or at least mitigate, some of the 

problems encountered namely: reduce the sensitivity to the binary tree created in the first part of the algorithm; 

achieve simpler ID assignment in general and finally, to add a simple and fast feature to assign new ID’s to new 

motes deployed later during the WSN lifetime. 

For the network transport layer, a number of improvements were devised and implemented. In the case of 

location-based algorithm, new ways to how messages are diffused to the target area were developed. In addition, 

new strategies to handle the cases when the algorithm gets stuck were also devised. In case of the directed 

diffusion algorithm, the most significant new improvement is the ability to directly rout request messages, 

provided the necessary (routing) information is available. 

1.4 Document Structure 

This Document is divided into five different chapters: 

In the first chapter the motivation and purpose of the project are presented as well as the objectives and 

challenges imposed.  

In the second chapter a study of the state of the art is presented. An overview of the necessary blocks in a 

WSN is presented, followed by a section about MCUs and transceivers. Then a selection of different network 

protocol architectures for WSNs is presented. In the end, the advantages of the use of a Real-Time Operating 

System are presented. The choices of the resources used in this work is also justified in this chapter. 

In the third chapter presents the work developed in this project namely: 

• The network stack: individual network layers and techniques to lower radio power consumption 

• Developed Simulator: why it is required, how it works and its limitations 

• Hardware interface of the mote with a computer 

• Energy saving techniques for the microcontroller and how they are implemented with FreeRTOS 

• Additional feature developed 

• Integration with parallel projects 

The fourth chapter presents some results from simulations and also from mote to mote communications. 

Finally, the fifth chapter presents the conclusions of the work and suggestions for improvements and future 

work. 
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2 State of the Art 

The purpose of this chapter is twofold. On one hand to present a brief state of the art of the WSN’s field 

(benefits, issues, algorithms, hardware and software resources) and on the other, simultaneously, to justify the 

resources that were chosen during the implementation of this project. 

2.1 Overview 

The potential of using many cheap and small sensors instead of a few big and expensive ones was perceived 

early on. Research at the Defense Advanced Research Projects Agency (DARPA) of the United States of America 

(USA) on sensor networks reach back to before the Internet, starting at around 1980 [1]. At that time, the 

technology available was bulky (microelectronics was in its infancy), not common and expensive and this led to 

the research being focused on military purposes only. An early example that is still used today, with big 

improvements, is the air defense radar system developed and deployed by the United States during the Cold 

War. 

With the advancement in semiconductor technology, the size and cost of integrated circuits has come down 

drastically enabling the development of low power radios, MCU and MEMS that can sense forces, fields in the 

physical world and environmental variables. By combining these, we get small inexpensive modules that can be 

deployed in a physical space, enabling dense sensing close to physical phenomena, locally processing 

information, communicating this information and coordinating action with each other, forming a WSN [1]. There 

are many advantages in using a WSN with many inexpensive simple nodes over a few very expensive sensors, 

such as the inherent redundancy, the possibility of deploying the sensors closer to the source, deployment in 

remote and dangerous environments and no need for direct human interaction with the sensor nodes. Also, 

because nodes are cheap, they can be discarded if necessary. This kind of system can be used in a variety of 

applications, ranging from environmental monitoring to enemy movement monitoring in a battlefield.  

Although these WSNs are very different from each other, they share many common technical issues. They 

need to operate for long periods of time from a very small energy source, like a small battery. Since the radio is 

usually the most energy consuming component, it is important to reduce the radio on-time. The huge number 

of nodes leads to the need for automatic organization and managing the network as a whole.  

2.1.1 Sensor Nodes 

To reduce the complexity of a WSN and also to reduce its cost, individual nodes are homogenous, each 

consisting of a MCU, a low power radio, a sensor array and an energy harvesting module with energy storage 

capability. Modern MCUs have incorporated processor, data storage, low power analog to digital converters 

(ADC), and low power consumption ranging down to 100 µW/MHz (with respect to the core clock frequency) and 

even lower standby consumption <1 µW [2]. Individual circuits can be powered off to lower power consumption 

even further. Low power radios have power consumption around 10 mW in receiving mode and 20-50 mW in 

transmitting mode [3] and there are many different radio frequencies available, from 100 MHz (used for simple 

transmitters like car door unlocking) up to 2.4 GHz and 5.8 GHz (used for Wi-Fi). The sensor array is very 
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application dependent and can incorporate simple sensors like temperature and humidity to complex MEMS like 

magnetometers and accelerometers and/or any combination of them. 

The single most power consuming component in a sensor node is the radio transceiver. To limit power 

consumption, the radio needs to be powered off most of the time, an important consideration for developing a 

network algorithm. 

2.1.2 Wireless Sensor Networks 

Deploying a large number of sensor nodes, each one with its own radio and MCU, makes it impractical to 

program each node individually and organizing the network manually. So the nodes need to work together to 

form a network without human intervention. This network needs to organize itself for any arbitrary arrangement 

of nodes while being resilient to failure of any number of nodes, as long as it is physically possible for them to 

still communicate, and dynamically adjust for changes in the network. The low power of the radio transceivers 

used and the arbitrary distance between nodes implies that a node can not communicate directly with every 

other node in the network. This means that the network needs to use a multi-hop architecture, where the nodes 

retransmit received messages until they reach their destination. Preferably an individual node only knows about 

the existence of its neighbors, and they all run the same code. To reduce radio activity, explicit protocol messages 

can be avoided by piggybacking control messages on data messages and by overhearing packets destined for 

other nodes. It is also possible to assign specific functions to nodes such as retransmission and aggregation. 

2.1.3 Biological Sensor Networks 

There are many examples of distributed sensor networks in Nature, and as Nature had a long time to perfect 

this, they offer an interesting view on how to design a sensor network. Some examples of nature’s beauty of 

distributed networks are the ants and the bees. Both species individuals work together to find resources and 

divide labor between their workers. Ants navigate using scent trails [4]. Forager ants wander around randomly 

in search of food, when a forager ant finds a food source it leaves a scent trail on its way back. This scent trail 

can then be followed by other forager ants and they in turn reinforce the trail on their way back. When the food 

source is exhausted, no new scent trails are created and the trail slowly dissipates. This also allows ants to react 

to changes in the environment, if a trail is blocked by an obstacle, the forager ants leave the trail and search for 

an alternative route. When a new route is found the forager ant leaves a new scent trail which then can be used 

by the other ants. 

 Bees are even more remarkable as they actively monitor resources in their environment and spread 

information through the colony in a distributed fashion [5]. Bees fly out in search of a pollen source, they then 

return to the colony and report their findings, location and quality under other aspects, to the other bees. They 

in turn can then check out the pollen source and report back. This technique is also used when a bee colony is 

about to fly out and change its location, search for a new home for their colony. Bees fly out and search for a 

new location and then return to report about their findings. Other bees then fly to these locations and check 

them out themselves, if they also find the location adequate they start to spread the information about the 

location back at the colony. In the end, the location which the most bees are spreading information about is 

chosen as the new home for the colony. 
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Other examples are the nervous system of simple organisms, like jellyfishes or sea anemones, that don’t 

have a centralized nervous system. Even though they don’t have a central nervous system, these organisms can 

still coordinate complex actions like escape or defending from preys or change location based on environmental 

states (e.g., salt water salinity or light levels). Nature is full of examples of distributed systems and examples of 

local interactions forming global patterns can be found everywhere. 

The idea of having a large amount of entities looking for a path to a destination can be used in a WSN, by 

using messages as the entities looking for a path to the destination. When this destination is found a return 

message is created, this message can then be routed back using the paths used by the first message, the search 

message. 

2.1.4 Sub-GHz Band 

Radio bands are allocated and controlled by the Electronic Communications Committee (ECC) in the 

European Union (EU) and the Federal Communications Commission (FCC) in the USA. There are many radio bands 

to choose from, with the most important open radio bands shown in Table 1 [6]. 

Table 1: Important Open Radio Bands 

From To Region 

433.05 MHz 434.79 MHz EU 

868 MHz 870 MHz EU 

902 MHz 928 MHz USA 

2.4 GHz 2.5 GHz EU/USA 

5.725 GHz 5.875 GHz EU/USA 

Although these bands are open for anybody to use, there are regulations in place in terms of maximum 

effective radiated power (ERP), duty cycle, channel bandwidth and other restrictions. The 2.4 GHz band is used 

by a large number of devices as it is the operation band for Bluetooth and Wireless Local Area Network (WLAN) 

the latter, more recently, also using the 5.8 GHz band. This means that these bands are very crowded and noisy, 

due to many devices communicating at the same time. This is one of the reasons why WLAN moved to 5.8 GHz. 

The sub-GHz bands offer several advantages for low bit rate communication (low Kbyte/s to Mbyte/s), 

narrowband operation, as is sufficient in WSNs [7]. Narrowband operation of the sub-GHz band enables ranges 

of a kilometer or more, without significant power consumption. This can be seen from Friis transmission formula 

𝑃𝑟 = 𝑃𝑡 + 𝐺𝑡 + 𝐺𝑟 + 𝐹𝑆𝑃𝐿 (𝑑𝐵) (1)

where Pr is the receiver power; Pt is the transmitted power; Gr and Gt are the receive and transmit antenna gains 

and FSPL is the free space path loss given by 

𝐹𝑆𝑃𝐿(𝑑𝐵) = 10𝑙𝑜𝑔10 (
4𝜋𝑑

𝜆
)

2

= 20𝑙𝑜𝑔10 (
4𝜋𝑑𝑓

𝑐
) (2)

where λ is the wavelength and c the speed of light. This equation is only valid for free-space path loss (FSPL), 

meaning that the transmitters are in line-of-sight in free space with no nearby obstacles that could cause 

reflection or diffraction, no obstacles inside the Fresnel zone. For example, a 900 MHz radio with the same power 

as a 2.4 GHz radio has roughly 
2.4

0.9
≈ 2.7 times longer range. 
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In addition, the crowded airways from 2.4 GHz bands leads to high interference and packet collisions, that 

are avoided in the sub-GHz range by virtue of its low duty cycle operation. Sub-GHz radios also have overall lower 

power consumption. 

The sub-GHz band used for this work is the 868 MHz band, that is only allowed in the EU as shown in Table 

1. There are strict regulations from the ECC for the use of this band, as shown in Table 2 [8]. This table shows a 

simplified version of the regulations as they are more complex, for example the maximum duty cycle is only 

applicable if no Listen Before Talk (LBT) with Adaptive Frequency Agility (AFA) is used, mechanisms which will be 

explained later on in this document. 

Table 2: 868 MHz Band Regulation 

Frequency Band ERP Duty Cycle Channel Bandwidth 

868 – 868.6 MHz +14 dBm < 1% No limits 

868.7 – 869.2 MHz +14 dBm < 0.1% No limits 

869.3 – 869.4 MHz +10 dBm No limits < 25 kHz 

869.4 – 869.65 MHz +27 dBm < 10% < 25 kHz 

869.7 – 870 MHz +7 dBm No limits No limits 
 

2.2 Hardware Requirements 

2.2.1 Microcontroller 

The MCU is the cornerstone of a WSN node. All data acquisitions and part of their processing is done by the 

MCU, and all radio communications are controlled by it. This means that selecting the right MCU for the 

application is crucial. There are literally dozens of MCUs on the market. For a WSN node one should choose a 

low power MCU, which all major MCU makers (Microchip, NXP, Silicon Labs, STMicroelectronics, Texas 

Instruments) have in their product line. The application mostly dictates which MCU to choose. Therefore, it is 

important to analyze the requirements of this project. 

• RAM (data memory): Network protocols can use large amounts of RAM, for storing previous 

messages and information about neighboring nodes. Storing sensor data and processing this data 

also requires a considerable amount of RAM. 

• Flash (program memory): Both the network protocol and sensor data processing can be complex 

operations; the final program can have several dozens to hundreds of kilobytes. 

• Peripherals: Most fast communications are done through a Serial Peripheral Interface (SPI), for 

example the communication with the radio module; slower communications, with lots of different 

devices on the same bus are done through an inter-integrated circuit (I2C) interface (mostly sensors 

in WSN). Therefore, the MCU needs to have both interfaces. 

• Processing (MIPS/MHz): This is not a very critical aspect in WSN as times in between 

communications and/or data acquisitions are large and this time can be used to process all relevant 

information. But a faster MCU can process data faster and therefore go into a low power state 

quicker, to save energy. 
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Based on these requirements there are some MCU’s to choose from, a small selection is presented below. 

In Table 3 the general aspects are compared and in Table 4 their respective power usage is presented. 

Table 3: MCU general characteristics comparison 

Name 
General 

Core Archit. MHz Flash (KB) RAM (KB) I/O SPI I2C 

STM32L053C8T6 Cortex-M0+ (32 bit) 32 64 20 37 2 2 

STM32L100RCT6 Cortex-M3 (32 bit) 32 256 16 51 3 2 

STM32L476RG Cortex-M4 (32 bit) 80 1024 128 51 3 3 

MSP430FR5969 MSP430 (16 bit) 16 64 (FRAM) 40 1 1 

PIC24FJ128GA310 PIC24F (16 bit) 16 128 8 85 2 2 

EFM32PG1B200F256GM48 Cortex-M4 (32 bit) 40 256 32 32 2 1 

MKL82Z128Vxx7 Cortex-M0+ (32 bit) 72 128 96 85 2 1 

 

Table 4: MCU power usage comparison 

Brand Name 
Current Consumption (μA) for a VCC of 1.8 V 

Run (μA/MHz) Stop + RTC + Ram Deep Sleep 

STM 

STM32L053C8T6 139 0.8 0.27 

STM32L100RCT6 185 1.4 0.29 

STM32L476RG 100 1.4 0.03 

TI MSP430FR5969 100 0.4 0.02 

Microchip PIC24FJ128GA310 150 0.41 0.01 

Silicon Labs EFM32PG1B200F256GM48 100 2.5 0.02 

NXP MKL82Z128Vxx7 125 2.5 0.2 

 

From this selection, the STM32L476RG offers the best compromise in terms of processing speed and power 

consumption. It also features a large amount of RAM and Flash both of which are important as mentioned 

previously and it has one of the most affordable development boards (12.38 € at Mouser as of 22/09/2017), 

depicted in Figure 1, almost the same cost as the bare chip (8.04 € unit price at Mouser as of 22/09/2017).  

 

Figure 1: STM32L476RG development board [9]. 
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The development tools are open source and available for many different programming environments, 

ranging from free ones like Eclipse, to paid ones like Keil. Getting into a little bit more detail, this MCU is based 

on an ARM Cortex-M4f 32-bit RISC core, the f stands for floating point, meaning that this MCU has an integrated 

floating-point unit. It presents a wide selection of low power states depending on what peripherals need to stay 

powered on, like RAM and some clocks. It also has an integrated Real-Time Clock (RTC), a wide voltage operating 

range (1.71 V to 3.6 V), an integrated Cyclic Redundancy Check (CRC) unit and a 14-channel Dynamic Memory 

Access (DMA) controller. The DMA is useful to make data transfers from (to) peripherals to (from) the RAM 

without using the processor (the processor can stay powered down). Because of all this the STM32L476RG is the 

MCU chosen for the project. 

2.2.2 Sub-GHz transceiver 

There are many sub-GHz transceivers on the market, from manufacturers like Texas Instruments (CC1200), 

STM (SPIRIT1), Silicon Labs (Si443x) and more. They are all very similar in characteristics but the SPIRIT1 has the 

lowest power consumption for a given transmitting power, incorporates a more advanced and highly 

configurable packet manager and more importantly, a complete module is available with all radio frequency (RF) 

components on the module, including a Balun and a chip antenna, as shown in Figure 2. 

 

Figure 2: SPIRIT1 868 MHz/915 MHz module [10]. 

The SPIRIT1 [3] uses SPI as its main digital interface, but has additional four general-purpose input/outputs 

(GPIO) that can be configured to output a signal (like reception (RX) First In-First out (FIFO) buffer full, Received 

Signal Strength Indicator (RSSI) above threshold, interrupt request (IRQ), etc.) or as an input (for wake-up, 

transmission (TX) command, RX command, etc.). As for the analog part, it has many different modulations 

schemes (2-FSK, GFSK, MSK, GMSK, OOK and ASK), air data rates up to 500 Kbits/s, maximum RX current 

consumption of 9.7 mA for a supply voltage of 3.3 V (at 868 MHz and Switched-mode power supply (SMPS) ON) 

with a sensitivity of -118 dBm and a maximum TX power of 16.5 dBm consuming 44 mA (at 868 MHz), 

programmable channel spacing (12.5 kHz minimum) and a programmable digital filter (from 1 kHz to 800 kHz) 

for channel filtering/selectivity. It has also automatic packet handling, including address check and CRC handling, 

digital RSSI output and a 128-bit Advanced Encryption Standard (AES) encryption co-processor. 

2.3 Software Requirements 

There are many different algorithms that can and are used in WSN, many of them simultaneously on the 

same system, like data interpretation algorithms, network organization algorithms, localization algorithms, 

grouping for concurrency algorithms and many more. In this work, we are mainly interested in algorithms that 

help improve the networking part of the WSN. 
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2.3.1 Radio Transmitting Policy 

The number of packets sent over the network should be minimized for two good reasons. As already 

discussed, transmitting and receiving data is the most energy consuming part of the system. It is therefore 

necessary to implement techniques to minimize radio on-time. The other reason is to avoid packet collisions 

which decrease the network throughput. Collisions can be greatly reduced by implementing two techniques at 

the radio level of the system, namely adaptive frequency agility (AFA) and listen before talk (LBT). 

Adaptive frequency agility is a technique where, periodically, each mote checks which radio channels are 

most used and based on that chooses the least busy channel for transmitting data. This guarantees that each 

mote communicates via the least busy channel, greatly reducing the probability of packet collision. Because 

receiving (listening) packets is less energy consuming than transmitting, this technique is very useful. There is 

although one immediate problem that needs to be solved. If each node chooses by itself what is the best channel 

for transmitting, there is a considerable chance that neighboring motes select different channels and therefore 

can’t communicate with each other. One easy solution can be grouping neighboring nodes together and decide 

in group which channel to use for communicating inside the group and to other groups.  

The other technique is listen before talk. Here each mote, before communicating, listens in the selected 

channel if there are ongoing communications, and therefore only transmits when there are no other 

communications at the same time in the same channel. This is a very simple but efficient carrier sense technique, 

widely used in radio communications where power consumption is critical and where there are other, critical, 

communications that can’t be interrupted by packet collision. 

Both AFA and LBT can be used simultaneously and are relatively simple to implement. Apart from reducing 

packet collision, using these techniques has another big advantage. As seen in section 2.1.4, the ECC imposes 

very strict regulations for the 868 MHz band. But by using LBT and AFA one important limitation of this regulation 

can be overcome, namely the duty cycle, greatly improving the maximum amount of data that each mote can 

transmit. 

2.3.2 Wireless Sensor Architectures 

As the use of WSNs grows, for many different applications and environmental conditions, more and more 

architectures for the transport layer of a WSN emerged. Today there exists a great number of different network 

layer architectures developed for WSNs. These architectures can be grouped in many different ways. In this 

project the classification of network architectures is based on the classification made by Davis and Chang [11]. 

In this survey the architectures are grouped as follows: 

• Data-centric architectures 

• Hierarchical architectures 

• Location-based architectures 

• Mobility-based architectures 

• Quality of Service architectures 

• Other Architectures 

o Network flow architectures 
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o Multipath-based architectures 

o Heterogeneity-based architecture 

For this project, as the application fits the definition used, the focus is on data-centric and location-based 

architectures which are described in the following sections. Data-centric architectures create paths by data flow 

and only exist as long data is requested. Location-based architecture rely on location information that each mote 

has to route data packets along a geographical path. 

Data-Centric Architecture 

Davis and Chang characterize data-centric architectures as having a large number of randomly deployed 

sensors that communicate point-to-point (node-to-node) without a global network identification. A source node 

sends a request for data through the network which the source node responds to. The goal, as in most of the 

network architectures, is to send data through the network on the most efficient route. Another characteristic is 

that data-centric architectures do not require global clock synchronization. 

A data-centric network can be implemented in different ways. The most relevant are discussed in the 

following subsections. 

Flooding and gossiping 

Flooding is the simplest implementation of a data-centric network. Here each node sends data to all of its 

neighbors, except to the one from which it received the data packet in the first place. The sent packet travels 

through the network until it either reaches the destination or the maximum number of retransmits (hops) is 

reached. Flooding ensures that if there is a path between the source and the destination, the packets will be 

delivered. The main advantage of flooding is its simplicity and its main disadvantage is that is causes heavy data 

traffic. There are some techniques to ensure that packets don’t travel in the network indefinitely. One of them 

is tagging a packet so that a node can check if it already received and retransmitted the packet and therefore can 

ignore it. Another is limiting the maximum hops a packet is forwarded. Even with these techniques there are 

several other difficulties, the most important being implosion and overlap.  

Implosion is caused because flooding always sends data to its neighbors even if they already have a copy of 

it. This problem is illustrated in Figure 3. Here A starts flooding data (a) to its neighbors, B and C. They in turn 

store the data received and each of them sends a copy to D. This means that resources are wasted as it is not 

necessary for D to receive two identical packets. 

 

Figure 3: Implosion and overlap in flooding [12]. 
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Overlap occurs when two nodes cover overlapping geographic areas. Figure 3 shows what happens when 

two nodes (A and B) collect information from such an overlapping area (r) and flood their data to their common 

neighbor (C). This, like implosion, also wastes energy and bandwidth by sending multiple copies of a piece of data 

to the same node. 

Gossiping is a more efficient version of flooding. Here each node resends the message to one neighbor (in 

some cases to a selected group of its neighbors). This process is often, partially, randomized. Gossiping avoids 

duplicate packets traveling in the network but the selected path might be suboptimal. It is also more complex to 

implement than flooding as the selection of neighbors to which each node retransmits is not a trivial task.  

Directed Diffusion and Gradient-Based Routing  

One of the most interesting approaches to organize data communication in a WSN is Directed Diffusion 

(DD) [13] and Gradient-Based Routing (GBR) [14]. They are similar, getting their inspiration from nature, namely 

the ants pheromone system used to organize their routes to resources.  

In the case of DD, the process is initiated when there is a request from a node (the source) for data. This 

can be originated by an algorithm that needs data from other nodes or a human input requesting data from the 

network and can happen anywhere in the network, as all nodes are homogenous. This request is diffused 

throughout the network and data matching the request is drawn back to the source through a reinforced path.  

The requests for specific data are denominated interests, which are disseminated throughout the network. 

Each node rebroadcasts the received interest and remembers from whom it received a request. This broadcast 

can be done by flooding i.e., each node rebroadcasts to every node, or directed i.e., the nodes either rebroadcast 

to specific nodes or do not broadcast at all. For directed broadcasting, additional data is required e.g., a cache of 

previous messages to base the broadcast decision on. The nodes matching the initial request start sending out 

data to each neighbor from whom they have received a request, together with a gradient. This gradient consists 

of a data rate and a direction. The receiver node checks in its cache if any similar or equal message was received 

recently and if not it retransmits the data to its neighbors. Reinforcement is done locally, a node selects to which 

of his neighbors it will transmit more often, increasing the data rate, the selected node in turn selects one, or 

more, nodes from his neighbors. Depending on who starts the reinforcement and how the selecting process is 

done, different types of paths can be achieved (most reliable, fastest, lowest power consumption). The selection 

process can be done by choosing the node that most recently transmitted data. Figure 4 shows a simplified view 

of this process. 

 

Figure 4: Directed diffusion [13]. 
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The case of GBR is very similar but the reinforcement process is more advanced. To organize the network a 

pheromone message is used. This message is originated from the source node and broadcast throughout the 

network. A pheromone message consists of several fields, namly: 

• Name: Name for this message. Each note can only have one message with the same name, if it receives 

a second one, the Replacement Operation is applied (see below).  

• Originator ID: Node ID of the source of this message. 

• Sender ID: Node ID which last broadcasted this message. 

• Hops: How many hops the message has gone through. 

• Level: Used for path reinforcement, each note decides to which node to retransmit based on this 

message field. If this field falls below zero, the message is removed. 

• Replacement policy: When a node receives two equal pheromone messages, which should be kept e.g., 

the message with the highest level or the newer message. 

• Diffusion decay rate: Amount subtracted from level at each hop, at each retransmission. 

• Temporal decay rate: Amount subtracted from level at each decay cycle. Each node periodically 

decrements all pheromone messages level it is storing. This removes old states and allows the network 

to be more robust to communication changes i.e., path changes. 

• Data (optional). 

Each node stores received pheromone messages as long as their level is bigger than 0 and rebroadcasts them 

periodically. Figure 5 shows an example of pheromone message diffusion with starting pheromone message with 

level 100, diffusion decay rate of 10 and a replacement policy of keeping the pheromone message with the 

highest level. 

 

Figure 5: Pheromone message diffusion [14]. 

Figure 6 illustrates the tree generated by a pheromone message sent from node S. Node S (the blue node) 

sends the pheromone message to the nodes in reach, they in turn decrement the level and retransmit the 

pheromone. These operations are repeated by all nodes simultaneously and asynchronously. By using a 
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replacement policy of keeping the pheromone message with the highest level, each node has a route back to the 

source along a minimum hop path. 

 

Figure 6: Network tree formation [14]. 

By changing the parameters of the pheromone message, different characteristics of the created path can 

be achieved. The temporal decay rate is important so that each node doesn’t overflow its memory with old 

messages and so that the whole network has always a relatively fresh memory of the paths, facilitating the 

recovery from lost messages and lost nodes. 

Strengths of DD and GBR: The data-centric model of DD and GBR is well suited for WSNs as data is the 

primary concern and it makes sense using data as the routing criterion instead of host addresses. They inherently 

originate a reactive network, only creating routes in response to query’s. They are also fully localized, all nodes 

only require information from their neighbors and no global information. They also support data aggregation, 

very useful to reduce the number of packets being transmitted by consolidating data from multiple packets into 

one. And finally, they support multipoint-to-multipoint links and not only point-to-point or point-to-multipoint 

links. 

Weaknesses of DD and GBR: The greatest weakness is the use of flooding for path creation and 

maintenance, resulting in a huge amount of traffic every time a new path needs to be established or an old path 

needs to be refreshed. This also leads to a scalability issue as flooding doesn’t scale well since its cost rises steeply 

with the size of the network. Another weakness of DD and GBR is that they are a first come, first served system, 

so that no preference is given to higher priority flows, resulting in a lack of support for real-time communications. 

There is also a considerable latency associated with re-creating routes for broken paths as they are performed 

the same way as initial route finding: global flooding. 

Energy Aware Routing 

A potential problem in many protocols, including DD and GBR, is that they find an optimal path, based on 

different criteria’s, and reuse this route for all communications. This can lead to energy depletion of the nodes 

along this optimal path.  

The protocol proposed by Shah and Rabaey [15] acknowledges that it may be necessary to use sub-optimal 

routes occasionally in order to not deplete some nodes. For this, multiple paths are found between source and 

destination and each of these paths are assigned a probability of being chosen based on an energy metric. Each 

time data needs to be transmitted from source to destination a path is chosen randomly, based on these 
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probabilities, so that none of the paths is used all the time. Using this protocol ensures that the network degrades 

as a whole and not just some nodes/paths which would create undesirable partitions in the network.  

Location-Based Architectures 

Location-based architectures rely on the knowledge of node positions. They use this knowledge to route 

packets through the network. Nodes position can be obtained using low power Global Positioning System (GPS) 

receivers, by placing them at known positions or by triangulation techniques. In this section, two location-based 

architectures are presented, both of them sharing similarities with DD and GBR but using position information 

to route the initial packets. 

Information dissemination by negotiation 

There are two models for information dissemination in WSNs, event-driven (pro-active) and query-driven 

(on-demand) [16]. In the event-driven model data transmission is initiated by an event observed by a node i.e., 

it is sensor data driven. In contrast, in the query-driven model, transmission starts by a request for data from a 

node, normally called the source. 

Information dissemination by negotiation (IDN) uses a combination of both models and the knowledge that 

each node has of the location of their neighbors. There are three different type of messages used: 

• Advertisement of data (ADV): An event-driven message that is transmitted by the node when it 

has new data. This message holds a description of its data and the location of the source node. 

• Request for data (REQ): A query-driven message that is transmitted when a node requests new 

data. This message holds a description of its interest and the location of the source node. 

• Data message: The actual data message. 

If a node has new data to transmit it sends an ADV message to its north and south neighbors. These 

neighbors will record the message and transmit it in turn in the same direction: if received from north transmit 

it to south and vice versa. The propagation of ADV messages create a north-south column that divides the 

network. 

If a node has need for new data, it transmits a REQ message to its east and west neighbors. As with the ADV 

message each node will in turn record and transmit the message: if received from the east transmit to west and 

vice versa. The REQ messages divide the network with a line from east to west. The point where both these 

messages meet is called the rendezvous node.  

When a node receives an ADV (or REQ) message it checks if it has a corresponding REQ (or ADV) message 

in memory (ADV needs a REQ message and vice-versa). When such a match is found, there is a rendezvous and 

the REQ message is transmitted in the direction from where the ADV message came from until it reaches the 

source node. When the source node (of the ADV message) receives the REQ message it transmits the data 

following the path where the REQ message came from. 

Figure 7 (a) illustrates the REQ and ADV message propagation with source node s for the ADV message, t 

for the REQ message and the rendezvous node u. From here (u) the REQ message is transmitted to s following 

the previous ADV message path (Figure 7 (b)). And finally, s sends the data back to the node t following along the 

REQ message path (Figure 7 (c)). 
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Figure 7: Illustration of the information dissemination protocol [16]. 

This protocol has a big advantage over DD and GBR since there is no flooding involved and using both event-

driven and query-driven messages it is quicker in retrieving data from the network. It has although some 

problems, manly the necessity of knowing each neighbor’s location and when a REQ or ADV message finds a local 

end, there is no reachable node further in the direction of propagation (that can happen in a low density WSN 

or late after the network deployment when some nodes eventually die). But the latter issue can be avoided by 

using some rule to transmit messages when a local end is found. 

Geographical and Energy Aware Routing 

Geographical and Energy Aware Routing is an energy-aware architecture that uses the nodes geographical 

location to route packets to the target area [17]. It is similar to DD, but instead of flooding the network with 

interest messages, it directs this message to the target area using the nodes position information. This 

architecture has three phases. In phase one the interest message is routed to the target area using a combination 

of nearest-to-target-region approach and lowest energy cost. In the second phase, this message is disseminated 

in the target area using either recursive geographic forwarding or restricted flooding. Finally, in the third phase, 

the requested data is routed back to the source node using the path established in the first and second phase 

with possible changes to minimize energy cost. Figure 8 depicts this architecture with multiple requests for 

different target regions. Blue lines represent the paths created by the first phase, and black lines the paths 

created by the second phase. 

 

Figure 8: Geographical and Energy Aware Architecture [11]. 
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Conclusion 

As seen in this section there are many different network architectures. Each of them have their strengths 

and weaknesses. The comparison of these is shown in Table 5. This is the basis used in the development of the 

network architecture. By understanding each of the architectures, their techniques maybe combined, with 

necessary adjustments and new additional features, in a way that leverages their weaknesses with the other’s 

strengths. 

Table 5: Comparison of strengths and weaknesses between different architectures 

Architecture Strengths Weaknesses 

Data-Centric 

Flooding 
• Very easy implementation 

• Guarantees message delivery 
when possible 

• Very inefficient 

Directed Diffusion and 
Gradient-Based Routing 

• Easy implementation 

• Return messages are 
efficiently routed back 

• Request messages use 
flooding 

• Can lead to network 
partitions by node 
depletion 

Energy-Aware Routing 

• Easy implementation 

• Return messages are 
efficiently routed back 

• Can use suboptimal routes to 
prevent network partitioning 
from node depletion 

• Request messages use 
flooding 

Location-Based 

Information Dissemination 
by Negotiation 

• Can route both request 
messages as well as advert 
messages 

• By using location data, it is 
more efficient 

• Advert messages can 
be a waste of energy 

• Response messages 
are not routed based on 
other factors than 
location 

• Requires node location 
information 

• Can lead to network 
partitions by node 
depletion 

Geographical and Energy 
Aware Routing 

• By using location data, it is 
more efficient 

• Can use suboptimal routes to 
prevent network partitioning 
from node depletion 

• Requires node location 
information 

 

2.3.3 Operating Systems (OS) 

Most simple embedded systems use a Super-Loop concept where each function is executed in a fixed order 

and time-critical portions are executed in Interrupt Service Routines (ISR). This approach has some limitations 

for more complex applications. Some of these are: time-critical operations need to be processed within ISRs, it 

is hard to implement several different cycle times and they generally are harder to extend as a simple change 

can have unpredictable side effects. 

In the case of a WSN, as seen in previous sections, each mote needs to run vastly different tasks 

concurrently, like sensor and power management and network routing/management. These tasks also have very 
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different cycle times, depending on sensors and network usage, and are developed in separate projects. To 

facilitate the integration of these tasks and to reduce development time, a real-time operating system (RTOS) 

will be used.  

The RTOS is responsible for handling/scheduling all the required different tasks in a deterministic manner. 

The RTOS also provides inter-task communication to manage data sharing, memory and hardware resources, so 

that global variables are avoided and synchronizing events between different tasks is simplified. In this way 

sensor data collection and processing, energy harvesting and power management, network organization and 

communications can have their own tasks and not influence each other’s timings. 

There are a big number of open source RTOS’, the most commons being Contiki, RIOT, FreeRTOS and 

TinyOS. Each of them has their strengths and drawbacks, which need to be considered when choosing a RTOS 

[18]. Table 6 shows a small comparison between these free, open-source RTOSs. 

Table 6: RTOS comparison (● full support, ○ partial support, X no support) 

OS Min RAM Min ROM C C++ Multithreading Modularity 
Real-
time 

Network 
stacks 

TinyOS < 1kB < 4 kB X X ○ X ○ ○ 

Contiki < 2 kB < 30 kB ○ X ○ ○ ○ ○ 

RIOT < 1.5 kB ≈ 5 kB ● ● ● ● ● ● 

FreeRTOS < 1 kB 6 kB to 12 kB ● ○ ● ● ● X 

 

FreeRTOS 

FreeRTOS [19] is a real-time operating system kernel for embedded devices. It has been ported to a large 

number of MCU’s including STM’s 32-bit ARM Cortex-M4f family, which includes the STM32L4 MCU used in this 

project. FreeRTOS is distributed under the GNU General Public License (GPL) being completely free and open 

source, allowing changes to the source code. The choice of FreeRTOS as the OS is due to its large number of 

officially supported architectures/platforms (MCU’s), due to the biggest online support community and due to 

its highly configurability so that only what is needed is compiled. Also, it has full C support, the main programming 

language used for this project. Although FreeRTOS doesn’t include any network stack this is not a disadvantage 

as the network stack in this project needs to be a custom implementation to work with both the SPIRIT1 

transceiver and the network protocol to be implemented. 

Power Saving Features 

As already seen, power saving is one of the main concerns for the development of a WSN. Although 

communication is the most energy consuming part of a WSN, the energy used for computation by the MCU is 

also considerable. In the case of the STM32L4, the MCU used in this project, and although being a low power 

MCU, it still consumes around 10 mA at full speed (80 MHz) and supply voltage of 1.8 V, which is comparable 

with the power used for communication (20-50 mA in TX mode). Lowering the clock speed is one way of dealing 

with the MCU power consumption, as it uses around 0.120 mA/MHz, but lowering the clock speed is not always 

ideal because computations just take more time, consuming less energy but lasting a longer period of time. This 

is only true in certain frequency ranges because the STM32L4 has a dynamic internal voltage supply, which allows 

the core voltage to be adjusted to the operating frequency (undervolting). The STM32L4 has two different ranges 
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for the dynamic voltage based on the core frequency and one dedicated low power run mode. The current vs 

frequency characteristic of the STM32L4 is visible in Figure 9 with its three different run modes. 

 

Figure 9: Current consumption vs. system frequency (25 ºC) [20]. 

Based on this figure it is possible to define certain operating frequencies that allow a lower mean power 

consumption of the microcontroller. In this case, although computations take longer, the energy consumed 

during this time is still less than when operating at a higher frequency. 

The most effective and somewhat obvious way of lowering significantly energy consumption is putting the 

MCU in a low power state during periods when the MCU is not needed, for example, in-between periodical 

transmissions and sensor readings. The STM32L4 has many such low power states, going as far as using only 0.03 

µA in shutdown mode without the RTC.  

There are limitations in using low power states that originate from the OS itself and how it works. A common 

mode to reduce power consumption is to place the MCU into a low power state when no task is running (except 

the idle task). The power savings achieved by this simple method are limited by the necessity of the OS exiting 

the low power state periodically (each OS tick) to process tick interrupts (normally the Scheduler). 

Figure 10 demonstrates a typical execution pattern when a regular tick interrupt is used. As visible, although 

the idle task is running most of the time, one cannot simply place the MCU in a low power mode because there 

are periodical calls to the scheduler, tick interrupts, that removes the MCU from a low power state. 

 

Figure 10: Execution pattern with regular tick interrupts [21]. 
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FreeRTOS has a function that enables the OS to stop the periodic tick interrupt during a defined period and 

adjusting the RTOS tick count value when the tick interrupt is restarted. This is done by adjusting the SysTick 

timer to a period equal to the defined period the MCU is placed in low power state. FreeRTOS, being a RTOS, 

needs the tick counter as a way of keeping track of time even when no computation is done. 

Even with this solution, one is limited to some low power states. This is because some blocks of the MCU 

can’t be turned off without compromising the RTOS, like the SRAM and Flash. Another block is the SysTick timer 

because FreeRTOS uses this timer to keep track of time, to count ticks. So even if one places the MCU in a low 

power state when the idle task is running (there is nothing to do), only a low power state that still clocks the 

SysTick can be used. The use of SysTick also limits the period of time one can place the MCU in a low power state. 

This period depends on the clock source of the SysTick. Typically, on ARM cores the SysTick is clocked with the 

core clock (in the case of the STM32L4 this can be changed) and has a 24-bit counter register. This means that if 

the core clock is used and this clock is set to 80 MHz, the maximum for the STM32L4, the maximum tickless time 

is 210 ms. In the case of the STM32L4 this is not a problem because the clock source for SysTick can be changed, 

enabling way longer tickless periods. 

There is a complete thesis written around FreeRTOS directed power reduction for a EFM32 MCU (a Silicon 

Labs MSU) [22]. 
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3 Developed System 

The developed system consists of many different parts, this chapter explains each of these parts. Of these 

parts, the main focus is the network architecture, this is also the first part explained. 

3.1 The Network 

The developed network consists of 5 layers: the physical layer, the data link layer, the network layer, the 

transport layer and the application layer. For ease of development, each of these layers is implemented in a 

separate task and the communication between them is done through dedicated queues. This implementation is 

not ideal, especially when a very low response time is important as there is a significant delay when switching 

from one task (layer) to the next. The whole system, including the network part, is written in C, using Eclipse as 

the development IDE and GCC as the compiler. For the radio, a library provided by STMicroelectronics is used 

likewise for the microcontroller, here the low layer (LL) library is used. 

Each layer has well defined responsibility’s and adds new fields to the data packet being transmitted. Figure 

11 shows a complete data packet, with the dimension of each field indicated above the field (in bytes). 

 

Figure 11: Data Packet format (Basic Packet in yellow). 

The meaning of the fields that are not part of the Basic Packet are as follows: 

• From ID: This field identifies from which node this message is, the ID of the last node that sent this 

message, not necessarily the origin of the message. 

• To ID: This field indicates for which node this message is, in a 1-hop neighborhood. If the message 

is to be sent to all neighboring nodes it is set to BROADCAST (0xFFFFFFFF) 

• Identifier: This field is used to help identify the message, it is the ID of the source node that started 

the message transmission. 

• Message Type: This field indicates what kind of a message this is, important to correctly interpret 

the data transmitted in the data field. 

• Hop Count: This is the number of hops, retransmissions, this message has passed through. 

• From Mote Energy Level: This is the energy level of the node that last transmitted this message, 

From ID node. 

• Data: This field contains the actual data; the content depend of the “Message Type” field. 

Important to note that a node x is considered a neighbor of a node y, more specifically a 1-hop neighbor, if 

node y can directly communicate, without other nodes involved, with node x, and vice versa as well.  
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3.1.1 Physical layer 

The physical layer consists of the hardware responsible for the transmission of the network packets. As 

already mentioned, a low power Sub-GHz radio from STMicroelectronics is used in this thesis, namely the SPIRIT1. 

An overview and explanation of why this radio is used was already mentioned in Section 2.2.2. As described 

there, SPIRIT1 is highly configurable and in this section the configuration used is presented. 

First the modulation scheme is chosen. The chosen modulation is GMSK which is a variant of MSK that itself 

is a variant of FSK. Frequency-shift keying is a modulation scheme where the information is transmitted through 

changes in the frequency of the carrier signal. The simplest version (and the only one available for the SPIRIT1) 

is binary FSK. Here only two different symbols exist, 0 and 1, and each of them is represented by a different 

frequency as is visible in Figure 12. 

 

Figure 12: FSK carrier modulation. 

Minimum frequency-shift keying (MSK) is a special case of FSK. Here the difference between the higher and 

lower frequency is identical to half the bit rate. In this way the waveforms that represents a “0” and a “1” differ 

by half a carrier period. This modulation scheme is a particular efficient form of FSK, because it minimizes the 

correlation between the “0” and the “1” waveforms thus improving receiver performance. 

Gaussian minimum-shift keying is similar to MSK but the digital data stream is shaped by a Gaussian filter 

before being applied to a frequency modulator. This results in reduced sideband power which reduces out-of-

band interference from adjacent frequency channels. The GMSK modulation is generally specified by the BT 

product of the Gaussian filter used, where B is the 3 dB bandwidth of the filter and T is the symbol duration (the 

SPIRIT1 has a selectable BT of 1 or 0.5). A smaller BT product results in a higher intersymbol interference but a 

compacter spectrum. Figure 13 shows the relation between the spectral density and the BT product, also for 

MSK. 
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Figure 13: Spectral Density of GMSK [23]. 

Below are the settings used for the radio, linked to the data rate which is facilitated/imposed due to the 

use of GMSK: 

• Frequency Deviation = Data Rate / 2 

• Digital Filter Bandwidth = Data Rate * 3; 

• Channel Spacing = Data Rate 

• RSSI Threshold = -110 dBm (< 10 Kbits/s), -100 dBm (< 100 Kbits/s), -90 dBm (< 500 Kbits/s) 

• Radio Emitting Power = 10 dBm 

The digital filter bandwidth is in theory twice the data rate but in practice it was noted that for some data 

rates a filter bandwidth of 2 times the data rate was not sufficient and so a relation of 3 times the data rate was 

chosen (this works for all tested data rates between 10 Kbits/s and 500 Kbits/s). Also, the RSSI threshold needed 

to be changed according to the filter bandwidth as with a higher filter bandwidth the noise floor also raises and 

the radio falsely triggers a reception start if the noise floor is above the RSSI threshold. Using the radio to do a 

spectral scan (get the RSSI value for each channel) with different filter bandwidths it was possible to observe that 

the noise floor rises about 10 dB per bandwidth decade as expected. The values chosen for the RSSI thresholds 

are 10 dBm above the observed noise floor. Figure 14 shows an example of a spectral scan using the radio with 

a filter bandwidth of 20 kHz and 500 kHz and a channel spacing of 20 kHz. 

 

Figure 14: Spectrum analysis for noise floor; Above: Bandwidth of 20 kHz, Below: Bandwidth of 500 kHz. 
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A spectral analysis of the radio emission was performed, comparing the two available BT of GMSK, BT of 0.5 

and 1. The spectral analysis was performed with the radio transmitting continuously a pseudo-random bit 

sequence generated by the radio. This mode is available in this radio for testing purposes. Two different bitrates 

were tested, the default one of 38433 bits/s (used in this project) and the maximum available one of 500 Kbits/s 

(the actual bitrate was 500488 bits/s). Figure 15 shows the spectrum comparison for a bitrate of 38433 bits/s 

and GSMK modulation with BT of 1 and 0.5. 

 

Figure 15: Radio transmission spectrum (38433 bits/s). 

Figure 16 shows the spectrum comparison for a bitrate of 500 Kbits/s and GSMK modulation with BT of 1 

and 0.5. 

 

Figure 16: Radio transmission spectrum (500 Kbits/s). 

The spikes in both spectrums of both figures are due to the pseudo-random nature of the bit sequence 

transmitted, it is not a truly random sequence. It is also important to note that a true GMSK is not possible to 
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achieve with this radio because the frequency deviations cannot be set exactly at half the bitrate, they are set by 

the radio to the closest one available. For the above bitrate of 500488 bits/s the ideal deviation is 250244 Hz but 

the radio uses 244140 Hz. In the case of a bitrate of 38433 bits/s the ideal deviation is 19216.5 Hz but the radio 

uses 19836 Hz. This means that the implemented GMSK is an approximation, in reality it is GFSK close to GMSK. 

In both figures the lower side band power of GMSK with a BT of 0.5 instead of 1 is visible. This is more 

accentuated in the case of the lower bitrate (38433 bits/s) scenario than in the case of the maximum bitrate (500 

Kbits/s). 

Although the SPIRIT1 has an advanced packet handling engine (with auto ACK and retransmission) this is 

not used because it didn’t integrate well with the whole network and most of the functionalities were 

implemented in a more efficient manner. More basic packet handling functions are used, this includes correct 

preamble and sync word filtering and also CRC filtering. To reduce the overall overhead the simplest packet 

available was used, this is the Basic Packet. Figure 11 shows in yellow which fields are included in the basic packet. 

Both the preamble and the sync word length are left at their default values, 4 bytes each, as is the sync word, 

0x88888888. 

The CRC code used is a 16-bit CRC code with a polynomial of 0x8005 (x16+x15+x2+1) also known as IBM 

CRC16. This gives a Hamming distance of 4 when the data packet is shorter than 4 Kbytes, meaning that it can 

detect up to 3 bit errors in any packet smaller than 4 Kbytes. This CRC size is in fact somewhat excessive as SPIRTI1 

only has a maximum data buffer of 96 bytes (although larger data packets can be sent if data is continuously 

written to the buffer while the radio is transmitting), but the next smaller available CRC is an 8-bit CRC with a 

polynomial of 0x07 (x8+x2+x+1) which gives a Hamming distance of 3 for packet lengths smaller than 63 bytes 

[24]. So, the 16-bit CRC is used as 1 more byte being transmitted is not a very significant overhead increase and 

get a way better error detection performance. 

The length field of the packet is set to 7 bits which allows us to transmit payload with dimension between 

1 and 128 bytes, which is enough as only data packets smaller than the SPIRIT1 buffer (96 bytes) are sent. 

3.1.2 Data Link Layer 

The data link layer is responsible for creating a way to transfer data reliably between two motes. 

Radio duty cycling and carrier sense 

Even though the radio used in this thesis is a low power radio it still consumes a considerable amount of 

power while in reception mode (waiting for a packet), around 8 mA at 3.3 V (26.4 mW). This is too much for a 

low power environment like a sensor network where the node only has a small battery as its power source. To 

reduce the power drawn from the radio while there is no packet being transmitted, the radio needs to be shut 

down completely and not stay in RX mode indefinitely. This is called radio duty cycling, where the radio is mainly 

in shut down or sleep mode and periodically is waked up and put in RX mode for some time to look for a data 

packet. This creates a series of problems, for one, if we transmit data to a node which currently is not in RX mode, 

the data is lost. This means that the transmission needs to be synchronized in some way with the reception, the 

receiving node needs to be in RX mode before the transmission begins and stay in this mode until all data is 

received. 
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Techniques and implementation 

To accomplish the synchronization of TX and RX when using low duty cycle (LDC) three methods where 

researched. 

The simplest and the first one considered was synchronizing the RX and the TX at start up. The RX, after 

startup, stays in RX mode until it receives a valid packet from the TX. This packet is used to synchronize the RX 

and TX timers. After the initial synchronization, every x ms (one duty cycle period) the RX is turned on for y ms. 

When data needs to be transmitted the transmission is started in the middle of a high period, the other node is 

in RX mode, as is visible in Figure 17. The blue signal is the RX state of the radio and the yellow the TX state. 

 

Figure 17: Simple LDC (Blue: RX; Yellow: TX). 

The transmission is done in the middle of a high period because in this way the system is more robust 

against clock drifts between motes. If the clocks are synchronized, the receiving node is in RX mode before the 

transmitter node starts the transmission and when the receiving node senses the transmission, RSSI goes above 

a threshold, it stays in RX mode until the end of the transmission. 

This idea was abandoned because of clock drift between two nodes and therefore the cycling going out of 

phase resulting in lost data. This happens even when using a high precision external 32768 Hz crystal is used as 

the reference clock for the timer because even a slight difference in clock frequency, which always exists, leads 

to a significant phase drift over time. A way to resolve this issue is to realign the phase of the signal every time a 

data packet is received (with the start of the data packet). This solution is only viable if the time between two 

data packets is reasonably low. It needs to be lower than approximately half the time it takes for the phase to 

shift half a high period. During testing, it was discovered that this time is low, it takes only a few seconds for the 

phase to shift half a period. This means that the time between two packets needed to be around 1 second, but 

the expected time between data packets is way higher, in the minutes to hour range. The radio module used has 

a semi-automatic radio LDC mode which is functionally similar to this method and has therefore the same 

problems and was also not used. 

The second method to achieve synchronization was inspired by one of the implementations of radio duty 

cycling in the Contiki RTOS [25]. Here, the synchronization happens before every data transmission. When a node 

wants to transmit a data packet it first transmits random bits for a period equal to around 2 duty cycle periods, 

so that we can guarantee that the receiving node notices this and can prepare for the actual packet (Ping phase). 
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After the random bits are transmitted the actual data packet is transmitted, leaving one duty cycle period 

between the two transmissions to give the receiver time to configure. 

On the receiving end, when a signal with an RSSI above a defined threshold is detected, the RX time in the 

next cycle is prolonged to 4 cycle periods. The radio automatically remains in RX mode when a valid preamble 

and sync bytes are received until the end of the reception of the data packet, so it is only needed to guarantee 

that the radio is in RX mode until the radio detects a valid preamble and sync bytes. This method is illustrated in 

Figure 18, where, like in Figure 17, x is one duty cycle period, y is the RX on time, the blue signal is the radio RX 

state and the yellow the radio TX state. 

 

Figure 18: LDC with ping. 

This method is implemented in such a way that the microcontroller is only awaken when necessary, when 

the radio detects a signal with RSSI above threshold. This is done using a low power timer that outputs a pulse-

with modulated (PWM) signal to the radio which triggers it to enter RX mode at every ascending edge. The low 

power timer is linked to the low speed external (LSE) oscillator and is functional even in the lowest used power 

mode (Stop mode 2). The radio itself then stays in RX mode for the defined time, using an internal timer, and 

only triggers an interrupt on the microcontroller when, during this time, the RSSI signal goes above threshold in 

which case the microcontroller sets the timeout value for the radio to a longer time, 4 cycles, so to receive the 

expected packet. If the signal never goes above the RSSI threshold the microcontroller is not awaken and the 

radio RX cycling continues. This is the implementation used. 

The third method that was considered was also inspired from the Contiki RTOS [25]. Here, as in the previous 

method, the synchronization happens before every transmission but here, in opposition to the previous method, 

the transmitter is synchronized with the receiver. For this the receiving mote sends a small dummy packet every 

time it goes into the RX mode to let all surrounding nodes know that it is ready to receive a data packet. When a 

node wants to send a data packet it goes into RX mode and listens for such a dummy packet and when one is 

detected it transmits the data packet. This implementation is not used because the expected time between data 

packets is quite high (minutes to hours) and therefore a lot of energy would be wasted by the dummy 

transmissions and so it is not very suitable for broadcasting and multicasting. 

Another technique implemented in the data link layer is channel carrier sense (CS). This is implemented to 

avoid in-air packet collision by first listening for ongoing transmissions and only transmitting when there are 
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none. For that, the transmitting node goes into RX mode for a defined period (around 2 duty cycle periods), 

enough to catch a transmission from another node, and checks if during this period the RSSI goes above a defined 

threshold. If not, the data packet is transmitted. In case that the RSSI is above threshold, it tries again after a 

defined period. Figure 19 shows the combined use of the second radio duty cycling method and CS. 

 

Figure 19: LDC with CS. 

Timings and tests 

Both the implementation of the radio duty cycling and the CS must take radio timing in consideration, most 

importantly the minimum RX time until the radio gives a reliable RSSI value. To assess this value, the radio is put 

in RX mode for different time periods and after that the RSSI value is read. The results obtained from this 

experiment are shown in Table 7. 

Table 7: RX on time, RSSI relation 

Time (ms) RSSI (dBm) 

0.10 NA 

0.24 -103 

0.39 -76 

0.53 -45 

0.63 -42 

0.68 -40 

0.73 -39 

0.83 -39 

To obtain a reliable RSSI value it is seen that the radio must be in RX mode during at least 0.7 ms, which is 

then set as the minimum RX on time in each cycle. It is also not very useful to stay in RX mode during a longer 

period, so the only value that should be changed for different scenarios is the off time which then also fixes the 

cycling period. Changing the cycling period, by changing the radio off time, influences how fast a transmission 

between two motes happens, preferable as fast as possible, but also the average radio consumption, also 

preferable as low as possible. It is also important to notice that the delay introduced by radio duty cycling and 

CS is cumulative, that is, each node in a transmission chain introduces an additional delay. 

To obtain the delay time introduced by both the radio duty cycling and CS a simple ping test is used. One 

node sends a message to another and that one simple sends the message back. The complete message sent is 

20 bytes long, including preamble and sync bytes, and is transmitted with a bitrate of 38433 bit/s. So, the packet 
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alone needs around 4.16 ms to be transmitted (8.32 ms for a round trip) and any excess time is a delay introduced 

by either the radio or by the radio duty cycling and CS system. As a base value, for comparison, the same test 

(ping test) is done with the radio in constant RX mode, with and without using CS. For this test, a mean value of 

15 ms without CS and 21 ms with CS was obtained. In this case a RX on time for CS of 2 ms was used, this is the 

minimum CS time possible when radio duty cycling is enabled, due to timer constraints. All time values presented 

are for the complete ping test, starting from the ping command issued until receiving the ping response. Also, 

the tick period of FreeRTOS is set to 3.9 ms. This is important because the ping algorithm is in a different task 

than the radio control mechanism and the OS only switches tasks every tick. The tests where done in this way, 

with two separate tasks and using FreeRTOS, because in the final project the packet control mechanism is also 

in a separate task and therefore it is important to include the FreeRTOS task switching time in the testing as it 

will be present in the final system. The results with radio duty cycling enabled are shown in Table 8. 

Table 8: Radio duty cycling system delay introduction 

  Without CS (Figure 18) With CS (Figure 19) 

Period (ms) Duty Cycle (%) Average (ms) Δ (ms) % of best Average (ms) Δ (ms) % of best 

2.0 38.7 33.0 4.0 45.5 37.0 4.0 56.8 

3.0 25.8 40.5 3.0 37.0 48.0 4.0 43.8 

4.0 19.4 48.0 4.0 31.3 58.0 8.0 36.2 

5.0 15.5 58.0 8.0 25.9 70.0 8.0 30.0 

6.0 12.9 66.0 8.0 22.7 80.0 4.0 26.3 

7.0 11.1 74.0 8.0 20.3 91.0 4.0 23.1 

8.0 9.7 85.5 7.0 17.5 101.0 8.0 20.8 

9.0 8.6 95.0 12.0 15.8 111.0 4.0 18.9 

10.0 7.7 101.0 8.0 14.9 120.5 15.0 17.4 

15.0 5.2 146.0 4.0 10.3 181.0 12.0 11.6 

20.0 3.9 193.0 4.0 7.8 232.0 4.0 9.1 

Period is the time between two RX on commands, visible in Figure 19 as x. The duty cycle is therefore the 

percentage of time, in each cycle, that the radio is in RX on state, this is visible in Figure 19 as y. The average 

value is the center value between the worst and the best case scenarios in a sample of twenty acquisitions. The 

delta value (Δ) is the difference between the best and the worst cases. Delta values that don’t correspond to an 

integer multiple of the tick period (3.9 ms) are due to rounding errors that come from the tick period not being 

a integer number. Percentage of best is the percentage of time it took the same message but without using radio 

duty cycling (in the case of duty cycling and CS it is compared to the case without duty cycling but with CS). 

Comparing all values, it is possible to see that using CS introduces an additional delay of around two cycle periods. 

Also, each additional ms added to the cycle period results in an additional delay of around 8 ms in the case 

without CS, and around 10 ms in case with the CS. It is also visible that the difference between the best and the 

worst cases are around one or two ticks. 
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3.1.3 Network Layer 

The network layer is responsible for host addressing and message acknowledgment and retransmission. 

Host Addressing 

Every node must be uniquely addressable, even if only locally, so that packets can be sent to specific nodes. 

There are many techniques to assign unique ID’s to nodes in a sensor network. These techniques can be 

separated into two main categories depending on what type of ID is assigned: global unique ID’s or local unique 

ID’s. 

Local Unique ID’s: Not all sensor networks need to be able to address each node uniquely, it can be 

sufficient to identify them as a group based on sensor types or geographical area. In this case a locally unique ID 

is sufficient. This ID is unique within a 2-hop neighborhood so that every node can uniquely address each of its 

neighbors. To assign the local ID the techniques used can be separated into two groups, depending on how ID 

conflicts are resolved. This can be either reactive or proactive ID assignment. 

In a reactive ID assignment, the ID conflict resolution is delayed until data communications are necessary, 

saving energy by avoiding sending unnecessary packets from ID conflict resolution. A good example of a reactive 

local ID assignment is presented in [26], here each node chooses a random ID at the start and when a node 

receives a message from a node with the same ID it chooses a new ID and informs it neighbors about the new ID 

with a CHANGE message. When a node receives two messages from different nodes it sends a RESOLVE message 

to these nodes. A node that receives a RESOLVE message chooses a new random ID and informs its neighbors 

about the new ID with a CHANGE message. This technique works well if the neighborhood is relatively small in 

relation to how many unique ID’s are possible because the probability of duplicate ID’s is low. In cases when this 

is not true, the network may take a long time (and a lot of messages) to resolve ID conflicts. This happens when 

a node chooses a new different ID that is now in conflict with a different node and so on. This issue was 

“discovered” when the technique was implemented and simulated [26]. To resolve this possibly big issue, the 

RESOLVE message should include the neighbor ID table from the sending node so that the node that must change 

its ID can choose one without creating further conflicts. 

In a proactive ID assignment, the ID conflicts are resolved at start up. This is done in a similar fashion to 

reactive ID assignment where at the start up every node sends out a “Hello” message so that possible ID conflicts 

can be found and resolved. 

The use of a locally unique ID was first considered in this project (and implemented) because of some 

advantages over globally unique IDs such as: smaller IDs (reducing the overhead created by the ID in a packet); 

relative simple implementation; possible low number of messages involved in creating and maintaining the IDs 

and; easy reuse of IDs when a node dies and/or a new node joins the network. It was during this time, by means 

of simulation, that the major issue of this ID assignment technique was identified. Even with an ID space of 255 

unique IDs (1-byte ID size) and 128 nodes in a 2-hop neighborhood (each node has around 11 neighbors) the ID 

conflict resolution was not possible to guarantee without also transmitting the neighbor ID table, which increased 

the message size significantly. In a real-world sensor network it can often happen that there are far more than 

10 neighbors for a node and it is not always possible to know a priori how many nodes there are in a 2-hop 
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neighborhood. Therefore, choosing the right ID size is not possible (it is always possible to over-dimension the 

ID size but this is also not desirable as it creates a big overhead). The other main reason to abandon locally unique 

IDs in favor of global unique IDs is that it results in a more flexible network that can be used for more scenarios 

as now each node can be uniquely addressable without the need of additional info like geographical location. 

Global Unique ID’s: In this case each node has a global unique ID, meaning that each node can be addressed 

uniquely.  

There are many different techniques to assign the global unique ID, some of them are discussed below. 

The easiest way is to have each node choose a random ID in a way that ensures that the probability of two 

nodes choosing the same ID is very low. But for this probability to be low a long ID is necessary and that is not 

desirable because it creates overhead. 

In [27], the authors propose a structure-based ID assignment strategy. The IDs consist of three parts: group 

ID, section ID and node ID (e.g. 0123 has group ID 01, section ID 2 and node ID 3). The ID assignment is done in 

two parts. In the first part, Parent Grouping, the parent (header node) searches for all its neighbors (Level 1 

nodes, 1-hop neighborhood) and then gives them sequential node IDs. Then each of the level 1 nodes in turn 

search for their neighbors (Level 2 nodes, 2-hop neighborhood from header node) and assigns them also a 

sequential node ID, level 2 nodes have a section ID equal to its level 1 node parent node ID. In case of a node 

receiving multiple ID’s the first received is used. Level 1 nodes then report assigned ID back to the header node. 

Upon receiving all report assigned ID messages part 2 is initiated. The header node commands specific boarder 

nodes (Level 2 nodes) to choose a new header node from its neighbors (fastest to respond). The header node is 

assigned a new ID (group ID) and can then start the process over with part 1. 

Figure 20 shows this algorithm in process with an 8 x 8 node matrix. 

 

Figure 20: ID assignment [27]. 

There are some obvious disadvantages with this technique, namely it only works well when the number of 

neighbors is relative constant throughout the network, this ID assignment scheme relays on a node never having 
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more neighbors than it can assign in each ID field (in the case above a maximum of 10 neighbors, ID 0-9). Also, 

selecting the ideal header nodes is impossible without a more advanced selection process which in turn involves 

more control messages. In addition, the actual network topology, where the developed algorithm will be 

deployed, is not known beforehand and guaranteeing that each ID field is sufficiently large to accommodate for 

a wide variety of neighbor number is not ideal (results in a large overhead). For these reasons this algorithm was 

not selected. 

In [28] the authors propose a distributed algorithm for global ID assignment. The proposed solution is to 

create a network tree to discover the network size (how many nodes are present) and then, from the parent to 

the leaves, assign unique IDs. During the tree formation, each node receives a temporary ID from its parent that 

consists of the parent ID plus an additional byte to uniquely identify the child (admitting that there are never 

more than 256 neighbors). This technique results in the lowest possible ID length and therefore the lowest 

possible overhead from the ID. This solution was not selected mainly because it is not very efficient in a dynamic 

network (sensors dying and new ones joining), which a sensor network typically is. This is because every time a 

new node wants to join the network it must request a new ID from the top parent node, where the ID assignment 

started. It also doesn’t take into account a possible necessity to change the ID size, for example if the ID space is 

[0;255] and a 256th node wants to join the network. 

In [29] the authors created a network ID assignment technique with a variable ID length i.e., nodes can have 

different ID lengths. It is named self-organized ID assignment in wireless networks (SIDA). Using a variable ID 

length can reduce ID overhead by assigning the lower ID lengths to nodes farther away, that have a longer path 

to the source. To accomplish this the network is organized into a binary tree. First the source node chooses the 

ID of 0 and ID length of 1 for itself and then it chooses 3 neighbors, giving them temporary IDs (TID) of 1, 00 and 

01, with ID length of 1, 2 and 2 respectively. Each of these nodes then chooses 2 neighbors and gives them TIDs 

which are equal to its own plus 1 bit, so the ID length also increases by 1. If a node hasn’t any neighbors (so this 

node has not assigned any ID) it is a leave node and sends back up the tree its ID length. The source node, upon 

receiving all ID length notification messages now knows the maximum ID length present in the tree and informs 

all nodes about that. Upon receiving the maximum ID length every node transforms its TID into a permanent ID 

(PID). For this, the node calculates its rank based on its own ID and its ID length, 𝑙, using Equation (3). 

𝑅𝑎𝑛𝑘 = 2𝑙+1 − 1 + 𝑇𝐼𝐷. (3) 

It then swaps its ID and ID length with the node in the complementary position, node of rank x swaps its ID 

with node with rank max{Rank} – x (e.g., if there are 20 nodes, 20 ranks, node 1 switches with node 20, and so 

on). This way nodes with an higher initial rank (further away from the source) now have a smaller ID which is 

beneficial. In Figure 21 the different phases are shown. 
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Figure 21: SIDA phases [29]. 

This technique was very promising, allowing a variable ID length and smaller overhead for nodes further 

away, but after implementation, it was discovered that creating a balanced binary tree (necessary to minimize 

ID length) was not possible without a significant overhead of messages to balancing out the tree. The creation of 

a not well balanced tree resulted in a ID length way higher than theoretically necessary; for example, with a 

network of 255 nodes (minimum ID length necessary is 8 bits) the binary tree created resulted in a maximum ID 

length of 12/13 bits (which corresponds to 4096/8192 possible ID’s). Also, because a radio message consists of 

bytes and not bits the actual improvement using different ID lengths for nodes was not very noticeable, since 

only every 8 bits the actual ID length changed. 

Other techniques were also considered like those reported in [30],  [31] and  [32] but in the end a variation 

of SIDA was developed and implemented. 

As in SIDA, this algorithm also organizes the network into a binary tree to get the total number of nodes 

present and based on this assign the unique IDs. It also takes into account that a sensor network is a dynamic 

system (nodes die and new nodes are inserted) and, more importantly, is mostly insensible to unbalanced binary 

trees simplifying this process. 

The algorithm consists of two parts, first the binary tree generation and then the unique ID assignment. For 

the first part, a 2-hop unique ID is sufficient and to “guarantee” that each node chooses a random 32-bit ID as its 

local temporary ID. The tree generation starts at the source node, setting is unique ID to 0 (this is fixed and does 

not change). The source is also the level 0 parent. It then sends out an INVITE message to all its neighbors, all 

neighbors without an assigned parent respond with an INVITE_RESPONSE message. The parent chooses amongst 

them two nodes and informs them that they can choose him as their parent with a PARENT_INVITE message. 

The nodes now choose among all received PARENT_INVITE message one as their parent and respond to the 

chosen parent with a PARENT_RESPONSE message. If the parent didn’t receive two PARENT_RESPONSE and it 

still has INVITE_RESPONSE messages to which it didn’t send a PARENT_INVITE, it sends new PARENT_INVITE 

messages until one of the conditions is true. The nodes that have now an assigned parent start the process over 

again by themselves sending out INVITE messages. If a node didn’t receive any PARENT_RESPONSE message (it 

has no child nodes) it is a leaf node and it sends back a LEAF_MESSAGE with branch length of 1. Each parent node 

waits until it receives a LEAF_MESSAGE from each of its child nodes and then sends back a LEAF_MESSAGE to its 

parent with a branch length equal to the sum of the received branch lengths plus one (this node) and saves the 
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subnetwork dimension of which it is a parent of. When the source node received all LEAF_MESSAGE messages 

from its child’s (1 or 2 messages) it knows the size of the whole network.  

Now the source node initiates part 2 by sending an ID_ASSIGN message to its children. This message consists 

of the ID length (how many bits the ID has), the ID for the child and the max ID of the whole network. Each node 

is assigned with 2 ID’s, one for itself and one it can give away to nodes that join during the lifetime of the sensor 

network (the actual number of IDs assigned can be modified to accommodate for more dynamic networks). Each 

node that received the ID_ASSIGN message then sets its own ID, saves the max{ID} and the ID length and then 

sends a ID_ASSIGN message to its children. Because every parent knows from the first part how many nodes 

each of its branches has, it can assign the right ID to each child without creating ID conflicts further down in the 

tree. The ID of one child is the parent ID + 2 and the ID of the other child is the parent ID + 2*(#children from 

child node one) + 2. 

The result of this process is visible in Figure 22, where the blue dot is the source node (where the whole 

algorithm started), the orange circumference is the transmission range of the source node (equal for all nodes) 

and the dark grey lines are all ID_ASSIGN messages. 

 

Figure 22: ID assignment, ID_ASSIGN process. 

In this scenario (64 nodes) the total number of messages sent is 739 messages, an average of 11.5 messages 

per node. Table 9 showcases different scenarios, the ones with a fixed neighbors count are in an arrangement 

like the one in Figure 22, the column in dark red is the actual values for this case. The ones with random number 

of neighbors are with a random arrangement, a more realistic case. 

Table 9: Simulation results 

Number of Nodes 64 64 64 64 256 256 256 256 

Field (km) 2.3x4 2.8x5 3.9x7 2.8x5 4.5x8 5.6x10 7.9x14 5.6x10 

Radio Range (km) 1 1 1 1 1 1 1 1 

Neighbors 22 14 6 RAND 22 14 6 RAND 

Messages 920 739 491 786 4418 3416 2041 3269 

Messages per node 14.38 11.55 7.67 12.28 17.26 13.34 7.97 12.77 
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When a new node is added to the network it sends an ID_REQUEST message to all neighbors, every neighbor 

then responds with ID length and max{ID} and with either a valid ID (if it has one available) or an invalid ID (0, if 

it has none available). If it received at least one valid ID it set its ID to that and responds to that node with an 

ID_ACCEPTED message so that node knows this ID is now taken. In case the new node didn’t receive a valid ID, it 

sets its own ID to max{ID} + 1 and max{ID} + 2 for a future node and informs the rest of the network of a possible 

ID length change and the new max{ID} in a ID_FORCE message (this message is broadcast throughout the whole 

network). This means that when a new node joins the network, the number of messages involved in assigning it 

a unique ID is in the best case the number of neighbors plus one and in the worst-case the number of neighbors 

plus the total number of nodes. 

Acknowledgment and Retransmission 

It is not uncommon that a packet is not received or not correctly received by the destination mote and 

when this happens the sender node should resend this packet. To do this, the sender node needs to know if the 

sent packet was correctly received. The “traditional” and simplest way is for every received packet the receiving 

node sends out a small acknowledgment packet to let the sender node know that it received the packet. If the 

sender node doesn’t receive an acknowledgment message it resends the original packet (this can happen up to 

a defined number of retransmissions). Now it can also happen that the acknowledge message gets lost, meaning 

that the receiving node received the packet correctly but the sender node doesn’t know about that and resends 

the packet. In this case the receiving node needs to be capable of discarding the duplicate message it received. 

In the “traditional” way, let’s call it explicit acknowledgment, every sent packet is acknowledged by an 

acknowledge message. This increases the number of packets sent significantly and, even though an acknowledge 

message is very small, it still consumes a significant amount of energy to be transmitted because of the additional 

overhead necessary for all messages (as seen in Section 3.1 there is a minimum number of bytes that every 

packet has). 

If one takes into account the whole network architecture, it can be noticed that certain messages are always 

retransmitted by the receiving node, almost all when the node is not the final destination, and because the 

system works on a wireless transmission environment, every node receives every message sent in range. This 

can be used to acknowledge messages without an explicit acknowledge message. After sending a packet to a 

node the sender node listens if it can overhear the message being retransmitted by the receiving node. If this 

happens then the sender node knows that the sent packet was successfully received by the receiving node 

without the necessity of the later sending an acknowledge message back to the sender node. This technique will 

be called implicit acknowledgment. Off course implicit acknowledgment is not always possible but when it is, it 

reduces the number of messages sent and therefore the overall energy consumption. 

In the developed network architecture, this technique is widely used as almost all messages are being 

retransmitted to another node as it is a multi-hop network. The only times explicit acknowledgment is used is 

during the ID assignment and for cluster messages as these messages are mostly one hop messages and we need 

to assure that they are successfully received before proceeding to the next stage. Even in these cases, 

acknowledgment messages serve not only to acknowledge the reception of the message but also to inform if the 

message is accepted or some other important information. 
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To implement implicit acknowledgement there are some details that need to be taken into account. First, 

some messages may not be immediately retransmitted, the receiving node can be waiting for some more 

information/messages, and that needs to be considered by the sender node i.e., the acknowledgment timeout 

needs to be set accordingly. Second, there are cases when received messages appear to be from the receiving 

node but in reality are not and therefore cannot be used as an acknowledgment. This happens mainly with 

request messages (explained in the next Section) as they are often sent to multiple nodes at the same time 

(broadcast) and a sender node that is X hops (retransmissions) away from the origin can receive the same 

message from a node X-1 hops away from the origin, after it retransmitted the message. This may lead to false 

acknowledgments being perceived. To avoid this situation, only messages with a hop count greater, or in some 

cases equal, than the hop count of the message awaiting acknowledgement are used to acknowledge this 

message. In the case of geographical request message forwarding (explained in the next Section), a message with 

the same hop count can also be used for acknowledgment as long as the node that sent this message is nearer 

the final destination than the node waiting for an acknowledgment. If this condition is satisfied it is not really 

important if the message used for acknowledgment is a retransmission of a message that this node send, and 

not from a neighbor, because they are all the same message and the network only needs to guarantee that the 

message is forwarded to the final destination. The path taken is not relevant. 

To overcome the other aspect mentioned earlier, when a node receives duplicates of a message, it needs 

to discard these duplicates and not retransmit them (this also happens often with broadcast), a received message 

list is maintained. All received messages are saved for a defined amount of time and therefore a received 

message can be checked against that list and if it is the same as one already in the list it is discarded. The same 

list is also used to save messages awaiting acknowledgment.  

3.1.4 Transport Layer 

The transport layer is responsible for creating host-to-host communication services for the application 

layer. In the created network, this layer is responsible for redirecting messages to the correct node(s) so that the 

data from the application layer is transmitted to its destination successfully and with minimal cost. 

As seen in Section 2.3.2 the application of this network is a data-centric one, the sensor data is the most 

important information passed through the network and the request of these data packets and the packets itself 

are used to form the network. Also, as one of the sensors used is GPS and therefore nodes have information 

about their location, location-based architectures also influenced the network developed. The developed 

architecture is based on GBR and IDN but also uses techniques from Geographical and Energy-Aware Routing. 

There are two types of messages responsible for the creation of paths to communicate between origin 

(source) and destination node/s (sink), request (REQ) messages and info (INF) messages. The first are sent from 

the source node to the sink node containing an information request (or commands or both but here the 

information part is important). The information being requested is then sent back by the second message, the 

INF messages.  

The network path creation (message transmission) can be divided into three phases. In phase one the REQ 

message is disseminated throughout the network, in phase two the destination nodes arrange themselves in 
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clusters and aggregate the INF messages being sent back to the source and in phase three these INF messages 

are routed back to the source node using paths created in the first phase. 

First Phase: Request message dissemination 

When a node needs information from any other node (or needs to send a command) it starts this phase 

and becomes the Source node for this REQ message. The request REQ is composed of many different fields that 

may or may not be present in every REQ message, depending on whether the field is necessary or the information 

for that field exists (this last situation occurs mainly for location information). Figure 23 shows all possible fields 

for a REQ message, with their respective sizes in bytes. The REQ message fields are inserted in the global message 

packet from Figure 11 in the “Data” field. 

 

Figure 23: REQ message fields. 

The meaning and purpose of each field are as following: 

• Field Info: This field indicates which of the optional fields are present in this message. 

• Average RSSI: This field indicates the average receiving strength of this message based on 

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑃𝑜𝑤𝑒𝑟 =
∑ 𝑅𝑆𝑆𝐼(𝑖)𝐻𝑃

𝑖=1

𝐻𝑃
. (4) 

Where HP is the hop count. 

• Message Path Selection: This field indicates which parameters are used for the INF message return 

path and what is used for the destination selection (ID, area or sensors). 

• Data: This field contains information being transmitted to the sink node (destination), like which 

sensor info is requested and/or commands. 

• Destination ID: If destination selection is ID then this field contains the destination ID. 

• Destination Area: If destination selection is Area then this field contains the destination Area, also 

used for location-based dissemination. 

• From Mote: This field contains location info from the node that last transmitted this message, used 

for REQ message acknowledgment. 

• Origin Mote: This field contains location information from the origin node which started this REQ 

message transmission, used for location based dissemination. 

• Sensor Info: If destination selection is Sensors then this field contains the Sensor info i.e., which 

sensors need to be available in the mote to qualify as destination. 

The optional fields are mainly used to select the REQ message destination and for location-based 

dissemination of the REQ message. 

There are three different ways to select a destination for the REQ message. Either destination area, 

destination ID or by sensor info. The simplest one is using destination ID, in this case the destination is a specific 

node, the node with an ID equal to “Destination ID”. In case of destination area, a geographical area is the 
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destination. The “Destination Area” is a circle and all motes inside this circle are the destination of the REQ 

message, this also means that all motes inside this area respond to the REQ message. At last, it is also possible 

to request information about specific sensors, like temperature or pressure. In this case all nodes that have the 

selected sensor(s) are the destination and will respond to the REQ message. The selection of which sensors are 

to be considered is done with the “Sensor Info” field. The information about which of the three destination types 

is to be used is held in the “Message Path Selection” field. 

 The REQ message dissemination can happen in three different ways, flooding, location-based or using a 

previous REQ message path.  

Dissemination by Flooding 

The first dissemination method, flooding, is the simplest and less energy efficient of them all. It is only used 

if none of the other two methods can be used. In this method, every node that received the REQ message 

retransmit it once. This guarantees that all nodes that can receive the REQ message and therefore, if the 

destination is valid, the REQ message will reach the destination. 

Dissemination by location-based forwarding 

The second method is more complex and requires that nodes along the dissemination path have knowledge 

of their location. This method is based on Geographical and Energy-Aware Routing. Using the information from 

which node the REQ message was originated, “Origin Mote” field from Figure 23, the information to which 

node/area the REQ message has to go, “Destination Area” field also from Figure 23, and the information of its 

own position, a node can choose to retransmit the REQ message or not. This is done by tracing a line between 

source node and destination area, the dissemination path, and then checking how far this node is from this line. 

If it is below a defined distance it will retransmit the REQ message; if not, it will not retransmit the message. It is 

important to note that if the node is inside the destination area it should retransmit the REQ message, even if it 

is outside the dissemination path, so that other nodes inside the destination area also receive the REQ message. 

Figure 24 shows this dissemination type, with the destination area shown as a light green circle. 
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Figure 24: Location Based Dissemination. 

In this figure, the black dots are the nodes with their respective ID in red above, the REQ messages are 

represented by the blue lines and the INF messages by the red lines. The dissemination occurs from the source 

node in the right lower corner of the figure to the destination area represented by the light green circle and the 

dissemination path is visible as the yellow line. It is clearly visible that only nodes that are at a certain distance 

(meters) from the dissemination path retransmitted the REQ message and that nodes that are outside the 

destination area and away from the dissemination path also didn’t retransmit the message. It is also visible that 

all nodes inside the destination area retransmit the REQ message, not only the ones that are close to the 

dissemination path. 

To accomplish the latter, a node first checks if it is outside the destination area, then if it is outside the 

defined distance from the dissemination path (the calculated line has no start or end) and finally it checks if it is 

in the same quadrant as the source node, with the center of the quadrant separation axis being the center of the 

destination area. This division is visible as the vertical and horizontal green lines. If the node is not in the same 

quadrant it means that the REQ message already passed its destination area and therefore doesn’t need to be 

retransmitted. 

As already mentioned, to use this technique all the nodes involved in the dissemination (and their 

neighboring nodes) have to know their location. There is yet another limitation of this technique which happens 

when there is an area without nodes in the dissemination path. In this case this technique gets stuck. This 

scenario is visible in Figure 25. As there are no nodes inside the defined distance to the dissemination line the 

REQ message is not retransmitted and doesn’t reach its destination. 
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Figure 25: Location Based Dissemination Problem. 

To cope with this problem, the algorithm needs to detect when it got stuck in such a situation. This is done 

using the implicit acknowledgment from the network layer. If a sent REQ message at a node doesn’t get 

acknowledged the algorithm knows that there the message is stuck. When the algorithm detects that it got stuck 

there are at least two solutions to get unstuck. First it can increase the defined distance from the dissemination 

line that defines if the REQ message is retransmitted. But using this solution we can get stuck again later on and 

have to increase the distance again and so on, meaning that there are a lot of wasted messages. Nevertheless, 

in some scenarios, this is a good solution. A second solution is implemented as follows: when detecting that the 

REQ message got stuck, the REQ message dissemination technique is switched to flooding. This is the safest and 

most reliable option (flooding guarantees, whenever possible, that the message reaches the destination) the 

drawback is that now every node retransmits the REQ message once. This can still mean less messages than the 

first solution as every node only has to retransmit the message once and in the first solution it can happen that 

some nodes retransmit the REQ message many times. In fact, in the worst-case scenario, the distance to the 

dissemination path has to get so big that the message is flooded anyway. Figure 26 shows the same scenario as 

Figure 25 but after the algorithm detected that it got stuck and flooded the REQ message. 
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Figure 26: Location Based Dissemination after flooding. 

The implemented way of detecting if a REQ message got stuck has a false positive issue. There are cases 

when the algorithm thinks that it got stuck, and on these nodes, this is true, but it is not so in a global perspective. 

In the case of Figure 25 this would have happened if for example the upper (or lower) area, seen from the 

dissemination path line, was filled with nodes. Here the nodes in the lower (or upper) part would detect that the 

REQ message got stuck and initiate the REQ message flooding although the upper part successfully delivered the 

REQ message to the destination. This problem is only an energy consumption problem and has no implemented 

solution. 

Dissemination by previous request messages path 

The third and most efficient dissemination technique uses previously used paths to route the request 

message. This technique currently only works when the destination of the REQ message is selected by an ID 

because in this way only one node is the destination, simplifying the process. 

 Every node maintains a REQ message list of previous REQ messages. This list not only saves the REQ 

message but also a message value field. This field is used to decide which REQ message in the list should be used 

to route the new REQ message and also to know which older message should be removed when the list becomes 

too large. 

When a node receives a new REQ message it first checks if it has this message in its REQ message list. A REQ 

message is considered the same if it has the same “Identifier”, is from the same source node, and is from the 

same node, same “From ID”. If it is not in the message list the new REQ message is added to the list. If it already 

is in the list, the received message is used to update the saved message, updating fields like “From Mote Energy” 

or “Hop Count”.  

Every saved REQ message starts out with a base message value. This value is modified every time a node 

receives an INF message or sends an INF message. When a node receives an INF message it checks if there is a 

REQ message in the REQ message list that corresponds (same “Identifier” and “From ID”) to this INF message 
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and if it finds one it increments this REQ message value. The same happens when the node sends an INF message: 

it looks for a corresponding (same “Identifier” and REQ message “From ID” the same as INF message “To ID”) 

REQ message in the list and increments its message value. This is done in this way because when a node sends 

back an INF message it always chooses the best route back amongst the possible nodes and therefore if an INF 

message is received/sent from/to a specific node, this means that that node is better suited to route a message 

than all others. This means that if a new REQ message is to be sent, from the same source (“Identifier”) to the 

same node (“Destination ID”), this message will be routed through the path that the INF message took. 

Now when a node receives a REQ message which destination is an ID it checks its REQ message list if there 

is a matching REQ message present (same “Identifier” and “Destination ID”), in case there are multiple it chooses 

the one with the highest message value, and if there is one, instead of broadcasting the REQ message, it forwards 

it to the found REQ message from node. It is important to note that the list is searched for a REQ message that 

was received from a node closer to the destination, further away from the source, which means a higher hop 

count. 

Using this technique, a REQ message can directly be routed to the destination node without having to send 

it to more nodes than those absolutely necessary. But this technique also only works well when there are multiple 

REQ messages to be routed to a small number of nodes because every node can only save a limited amount of 

REQ messages and therefore also a limited number of paths to a limited number of nodes. 

Second Phase: Cluster creation and message aggregation 

This phase occurs when a REQ message arrived at its destination. There the node checks if it has a cluster 

head in its neighborhood that has the same identifier as the received REQ message (the same source node). If 

this is the case it sends its INF message to this node. If it has more than one cluster node in its neighborhood it 

checks which of these clusters has a higher INF message merge value. If no cluster node was found it sets itself 

as a cluster and informs all neighboring nodes about this change. 

When a cluster node receives a REQ message it sends a cluster message to all neighboring nodes with the 

information of how many INF messages were merged last time. This last part is used by the receiving node to 

choose to which cluster it should send its INF message if it has more than one cluster in its neighborhood. After 

sending out the cluster message the node waits (for a predefined amount of time) for INF messages from its 

neighbors. After the predefined amount of time it aggregates all received INF messages to one large INF message 

with sensor values that should be merged, set by sensor merge info, merged together (a mean value is 

calculated). Then this node sends the aggregated INF message back to the source, phase three. Finally, the node 

checks how many INF messages where merged and if there are other clusters in its neighborhood. If it has other 

clusters in its neighborhood and it only merged one INF message (its own) it sets itself as not a cluster and informs 

all neighboring nodes that it is a redundant cluster and not necessary. Figure 27 shows an example of message 

aggregation by cluster heads, the orange circles are the cluster heads. 



43 

 

 

Figure 27: Message cluster heads. 

The cluster node optimization process is also visible as on the left there are more cluster heads, some of 

which are redundant that don’t appear on the right, some iterations later. Iterations being sending the same REQ 

message to the same area from the same source node multiple times. 

Using clusters to aggregate INF message reduces significantly the number of INF messages sent back. 

Although these are now larger, there are overall less bytes transmitted which means less energy consumed by 

the INF message transmission. It also enables the merger of INF messages by calculating the average of sensor 

values of neighboring nodes. Cluster message aggregation only works when the destination are multiple nodes, 

like an area or specific sensor(s) request. 

Third Phase: Info message routing 

In the third and final phase, the REQ message is answered with an INF message that needs to be routed in 

the most effective way. This phase is responsible for this, it uses the previous diffused REQ message to route the 

INF message back to the source node. This phase is also very similar with how it is implemented in IDN. 

As can be seen in Figure 23, the REQ message has some fields specifically for this phase. When a node 

receives an INF message, or it is originated at the node, it first checks which criteria are used to route the message 

back. These criteria are defined in the “Message Path Selection” field. There are four different criteria that can 

be selected and combined. 

• Hop Count: The hop count of the REQ message is used, always choosing the lowest. 

• RSSI: The RSSI value of the REQ message is used, always choosing the highest. 

• Average RSSI: The average RSSI value of the REQ message (calculated during its path, see (4)) is 

used, always choosing the highest. 

• Energy Level: The last known energy level of the node from which this REQ message was received 

is used, always choosing the highest. 

These criteria use different parameters of the received REQ message and, depending on which one(s) are 

chosen, they generate a different return path for the INF message, with different characteristics. Using hop count 

the return path follows the path with lowest number of hops to the source. By using RSSI the return path is 

created by always choosing the node with the highest RSSI value. This is different from using the average RSSI 
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were the whole path is taken into account, including the hop count. In this case at every hop of the REQ message 

the average RSSI is calculated and then forwarded in the REQ message. This value is then multiplied by the hop 

count to give a value that not only depends on the RSSI value but also on how many hops occurred. In this way, 

it is possible to choose a path where there are more nodes involved than using only hop count but on average 

the path has a larger reception power (more reliable reception). Or it chooses a path with a higher average RSSI 

than using only RSSI (which results always in the lowest average RSSI) but uses less nodes overall. By using mote 

energy levels a message can avoid a mote that is almost energy depleted, or at least has less stored energy than 

a node nearby, resulting in a similar path and avoiding further energy depletion. 

All these criteria can be mixed together to create a return path that results in the most desirable conditions, 

like energy efficiency, reliability or longevity. The combination is done in an AND fashion, a REQ message is 

considered better when ALL criteria are better or equal than those from another REQ message. It is important to 

note that in practice only the average RSSI criterion can be used on its own, all others need to be used in 

combination with hop count so to route the packet in the direction of the source (towards lower hop counts). 

After finding the best REQ message at a node the INF message is retransmitted to the sender of that REQ 

message where this process repeats itself. 

Because a node saves multiple REQ messages and these messages are updated whenever possible (by 

overhearing other node communicating or receiving messages) the return path of an INF message can, and does, 

change during operation, even without sending a new REQ message for every INF message. The latter situation 

is important for scheduled INF messages from destination to source that occur without a new REQ message every 

time. This also means that even when using REQ message dissemination by previous request messages path, the 

INF message doesn’t have to be routed back through these nodes because each node, normally, has multiple 

alternative nodes that can be a better match. 

To further increase reliability an INF message can be routed through not only 1 but up to 4 different paths, 

also set in the “Message Path Selection” field. It is important to note that the same selection criteria are used by 

all paths but on the origin of the INF message the node selects the top 1 to 4 REQ messages and sends the 

corresponding nodes the INF message, in opposition to only selecting the best REQ message. On all successive 

nodes, the selection process is the same as if only one path is used. 

Figure 28 shows an example of an INF message using multiple return paths, in this case four. This simulation 

was done using flooding for the REQ message diffusion to guarantee that there was enough information in the 

network so that four different paths could be created. 
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Figure 28: INF message multipath. 

It is visible that although they all use the same path selection criteria they all travel along a different path. 

In some cases, the paths merge, pass through the same nodes, and the multipath characteristics is lost during 

the message transmission. This case is visible in Figure 29 were all different messages travel along the same path, 

which is not desirable. 

 

Figure 29: INF message multipath, loss of paths. 
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3.1.5 Application Layer 

The application layer is responsible for interpreting the messages transmitted and respond accordingly. This 

is the highest layer implemented. It is also the layer that actually does the INF message merging at a cluster. The 

transport layer creates and maintains the clusters but the application layer does the merging. 

When a node receives a REQ message as its final destination it is analyzed by the application layer. There 

are three kinds of REQ messages: commands, requests or command and requests. The latter is just a message 

that combines both commands and requests. 

A command message contains a command and the parameters necessary for that command. These 

commands are explained in Section 3.3, but basically there are commands to change parameters of the network 

radio and sensor configurations or request the value of these. 

Request messages are the messages that actually request information from this node. They are composed 

of two fields. One that indicates which sensors information is requested and a field that indicates for which of 

this the information should be merged at the cluster heads. 

So, the application task either routes the received message data to the command interpreter, in case it is a 

command, or it gets the requested sensor values and creates an INF message that is then routed back to the 

source. This task is also responsible for the additional features explained in Section 3.5, sensor scheduling and 

sensor alarms. 

3.2 Simulator 

To facilitate testing and development of the network protocol a simulator was developed. It is required for 

validations of the network algorithms because at short term it will not be possible to deploy a physical network 

for testing (this will be done in the future). Only the transport layer and part of the network layer can be tested 

and developed with this simulator as they are sufficiently independent of the microcontroller and transceiver to 

be simulated in a relatively simple way. The simulator enables the deployment of motes in a random or controlled 

fashion, with configurable area, number of motes and transmission range. 

3.2.1 Overview 

The simulator is written in C++ as this is the closest programming language to C, there are multiple graphics 

library’s for it, important so that the simulation results can be displayed graphically, and it is also supported by 

the Visual Studio IDE. The graphics library used to draw the motes and communication lines is called SFML (Simple 

and Fast Multimedia Library). For the menus, a GUI (Graphical User Interface) library is used, namely SFGUI 

(Simple and Fast Graphical User Interface). This library is designed for programs that use SFML (it is based on the 

SFML renderer).  

3.2.2 Implementation 

Each mote is simulated by an individual thread, running only the network layer and transport layer code. 

To communicate with other motes a shared class system is used. This class emulates the wireless radio 

transceiver. When a mote sends a new packet, this packet is analyzed by the shared class and is then copied to 
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all motes (i.e., to their thread) that are in the specified radio range of the sender mote. The message must be 

copied and not only shared to all receiving motes because they run on independent tasks and need to modify 

the message independently. 

Using individual tasks to simulate each mote has the advantage of being relatively simple to implement and 

more closely simulate the randomness of mote processing and packet retransmission because each task has the 

same priority, and is scheduled randomly. On a multicore processor multiple motes can be processed at the same 

time (closer to reality where every mote is processed at the same time). 

All configurations and variables (like message and neighbor lists) are accessible by the main task (the one 

which is responsible for the GUI) so that it is easy to visualize and change this. 

The code which is shared between the simulation and the actual motes (running on the microcontroller) 

like the network and transport layer code and the multiple lists, are written in C. This allows a very easy transition 

from the simulation code to the microcontroller code. 

3.2.3 Features 

The simulator is designed in such a fashion that all major settings are easily modified in a GUI options menu. 

Figure 30 shows an example of this, the simulation options menu (main menu) with the default simulation 

settings. The four first options are for the deployment of the motes and the last 3 have to do with ID assignment 

simulation and general simulation setting. The size option is the horizontal size of the area, the vertical size is 

scaled appropriately as to have an area fit for a 16:9 aspect ratio of a normal computer screen. 

 

Figure 30: Simulation options menu. 

These settings result in a simulation visible in Figure 31. The black circles represent the motes, in red above 

the circles is the corresponding ID (here it is a fixed ID because “Use Global ID” is set), the green circle is the 

highlighted mote with a transmission range displayed as a red circle. Other general information about this mote 

in the window in the top middle. Mote circles in red are motes that are “dead” (in stop mode) and motes in grey 

are motes in sleep mode. These motes don’t receive or transmit any packets. The state of these motes can be 

changed individually in the mote settings menu or using the random perturbation button in the simulation 

settings window (used for this simulation). This allows an easy test of the network protocols robustness in case 
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of failure of multiple nodes. At the bottom middle is the scale to give a better sense of scale. On the far-right side 

we have the simulation options menu and to that left the mote settings menu (specific to this mote).  

 

Figure 31: Default Simulation Area. 

The only menu that is always visible is the simulations settings menu and all menus (not the mote info 

window) are freely movable allowing them to be dragged and repositioned. 

 

Figure 32: In simulation view. 

Figure 32 shows the same simulation but now after a sensor request and answer message transmission. 

Blue lines would represent the request message but for visibility they were removed. The tick red lines represent 

the response message transmitted between a sender mote and the destination of that message and the thin red 
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lines the same message but being transmitted to nodes that are note the destination. Due to the wireless 

transmission of packets, all nodes receive all messages in range, not only the ones that are specifically for them. 

In Figure 32 it is also shown the message list which contains all sent messages and the number of 

transmission of each of them (note that one transmission can be to multiple nodes). In the mote settings window, 

there is now a list off all neighboring nodes (in range and from whom it received a message) and some relevant 

information that this node has about them. Below there is indication of the number of messages saved in its sent 

message list. 

Another big advantage of using this simulation is the tools offered by the IDE used (Visual Studio) to check 

for memory leaks and losses caused by the large amount of dynamic memory used in the network and transport 

layers (used all throughout the project but only these layers were simulated), mainly due to the use of dynamic 

lists and not static arrays for messages and neighbors. 

3.2.4 Limitations 

The use of individual tasks to simulate each mote resulted in some compromises, mainly timing wise. This 

is because switching tasks takes time and simulating a lot of motes (hundreds) results in lots of task switches and 

significant lost time. This needs to be taken into account in the message acknowledgment timeout and 

retransmission, especially when many motes are processing (receiving and transmitting) messages. There is 

another interesting effect that appears when using a large number of motes which is messages not being 

transmitted in the expected way. By this it is meant that normally all lower hop motes, closer to the source of 

the message, should be first to process and retransmit a message and only then the higher hop motes, further 

away from the source. This not always happens in these scenarios. It often occurs that a mote farther away from 

the origin (higher hop count) receives a message before a closer mote (lower hop count). This should not happen 

and sometimes affect the network algorithms. 

Due to both these effects, the simulator can only be reliably used with a mote count below 1000 and even 

then, when using a mote count in the upper hundreds, with a mote density of only around 10 neighbors per 

mote. These values are not exact and depend on the computer used to run the simulations (mostly dependent 

on the CPU). The computer used has a i5-5200u dual core processor (4 threads) running at a 2.5 GHz clock. 

3.3 UART Interface 

The interface, also implemented in a separate task, is responsible for creating a reliable interface between 

an external device (normally a computer or the in case of the parallel project, a Raspberry Pi). The received 

commands are translated to internally known commands, adding a layer of abstraction between the interface to 

the exterior and the command interface. This is done so that the interface used to communicate with the exterior 

can easily be changed (e.g. SPI, UART, I2C). At this time a low power UART is used, because it is the only interface 

available in the lowest considered microcontroller power mode (stop mode 2). Latter it was found that this stop 

mode 2 could not be used because of the FreeRTOS implementation and stop mode 1 was used instead. Although 

in this mode other interfaces are available it was decided to use the low power UART. This interface is rather 

slow, max of 9600 baud when clocked from the LSE which is a requirement to work in stop mode 2. But this 
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limitation is not critical because the message transmission and reception is also not fast, a request from a faraway 

mote can take seconds until a response is received, so the bottleneck is not the low power UART. 

The translated commands are then interpreted by the command interpreter which performs the needed 

action e.g., sending a message by radio, relaying the command to a specific task or respond to the command 

itself. The command interpreter doesn’t itself perform a command if the command is for something that is part 

of a different task. Each task handles their own commands, for example setting the bit rate is handled by the 

radio task, the command interpreter only redirects the command to the radio task. This is to avoid setting 

variables from different tasks or use external interfaces from different tasks (in the case of the radio the SPI 

interface is ONLY used by the radio task) and therefore avoiding race conditions without using semaphores to 

lock resources. 

There are three different formats used to communicate through the UART with the mote. The first one is 

using text in ASCII format, the second a shorter version of the first and lastly a version which uses bytes directly. 

This is to enable a fast and direct way of interaction if a program wants to communicate with the mote (which is 

the case of the parallel project), in a most significant byte first manner, but also a more user understandable 

version can be used when no such program is used. To let the interface task know what format is used to 

communicate each command is preceded by an identifier, an ‘A’ (0x41) for the long ASCII format, an ‘N’ (0x4E) 

for the short ASCII format and an ‘B’ (0x42) for the byte interface. Also at the end of every command two 

additional characters/bytes are transmitted, this to signal the end of transmission, a ‘\r’ (0x0D) and a ‘\n’ (0x0A) 

in this order. Table 10 shows an example of the different command formats for the same command, setting the 

bitrate to 50 kbits/s. 

Table 10: Different command formats (example 1) 

Preamble Command Parameter Postamble 

“A” “set_bitrate” “50000” “\r\n” 
“N” “778” “50000” “\r\n” 
0x42 0x030A 0x0000C350 0x0D0A 

As already mentioned, the long ASCII format is to interface directly with the mote through UART and the 

byte format for interfacing the mote with a program. The short ASCII format is implemented to be used to read 

and write simple commands from/to a text document. This is especially useful when receiving sensor data for a 

period of time, and writing that to a text document and then importing this to a spread sheet like Excel. Table 11 

shows the difference of what is received when requesting sensor info from a mote. 

Table 11: Command and Response for different formats (example 2) 

Command Response 

“A get_temperature \r\n” “Temperature: 23,45 C \n” 
“N 34051 \r\n” “1;23,45 \n” 
0x42 0x8503 0x0D0A 0x0001 0x0929 

In case of requesting a sensor value, in the short ASCII and byte format, the response is preceded by an 

identifier which indicates what sensor/s value/s are present in the following text/byte. 

The commands shown as examples above in Table 10 and Table 11 are only used to interface with this mote, 

not with a remote mote. For the later more specific commands exist, a set command, a get command and the 
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combination a set and get command. For the first example, the equivalent command but to a remote mote would 

be the one shown in Table 12. 

Table 12: Set bitrate from a remote mote 

Preamble Command Parameter Postamble 

“A” “set_message” “141 2 778 50000” “\r\n” 
“N” “3586” “141 2 778 50000” “\r\n” 
0x42 0x0E01 0x008D 0x00000002 0x030A 0x0000C350 0x0D0A 

In the parameters part, there are now 3 additional fields. The first is the return message path selection 

(explained in Section 3.1.4) which also includes the destination selection criteria (Area, ID, Sensors), the second 

field is to which mote we want the message to be sent which depends on the first field, in this case destination 

is an ID and the ID is 2, the third field is the command to be executed, here set_bitrate (0x030A or 778) and finally 

the command parameter, here the bitrate to be set, 50 kbits/s. 

For the case of the second example, getting sensor values from a remote mote, the equivalent command is 

shown in Table 12, but this time for more than one sensor, namely for temperature, humidity, magnetometer, 

from mote ID and timestamp. 

Table 13: Get sensor data from remote mote 

Command Response 

“A get_message 141 2 12325 0 \r\n” 

“Temperature: 23,45 C \n  
Humidity: 45,23 % \n  
Magnetic Field (uT): x: 325; y: -145; z: 256 \n  
From ID: 2 \n 
Saturday, Sat Jan 1 00:02:10 2000 \n” 

“N 3586 141 2 12325 0 \r\n” 
“12325;23,45;45,23;325;-145;256;2; 
946684930\n” 

0x42 0x0E02 0x008D 0x00000002 0x3025 0x0000 0x0D0A 
0x3025 0x0929 0x11AB 0x0145 0xFF6F 0x0100 
0x0002 0x386D4402 

As in the example before there are additional parameters passed with the command. The first two are the 

same as in the previous example, return message path selection and destination ID. The third indicates which 

sensor values should be returned, and the last one is which sensor values should be merged with adjacent motes 

(returning the mean of them). This is also better explained in Section 3.1.4. 

A full list of all available commands with a small explanation and parameters list is provided in Annex A. 

3.4 FreeRTOS and Energy Savings 

As mentioned in Section 2.3.3, the RTOS used is FreeRTOS that offers a power saving feature called tickless 

idle. With this feature the microcontroller is in a low power state whenever there is nothing for it to process and 

awakes it when necessary. 

To enable this feature in the most effective way, the timer used to generate the ticks for the RTOS needs to 

be one available in the lowest possible power state of the microcontroller. In the case of the STM32L4 this is a 

low power timer. This timer can be (and is) clocked by an external low speed oscillator, the same as the one used 

for the RTC, a 32768 Hz crystal. In this way the microcontroller can enter the lowest power saving state that still 

retains RAM but disables all clocks (except the low speed external). 
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In normal operation the timer is set to generate an interrupt with a frequency of 256 Hz which dictates the 

RTOS tick frequency. This value is selected because it gives a good compromise between task switching (tasks 

are only, with some exceptions, switched at the end of a tick period) and maximum possible FreeRTOS delay time 

without awaking the microcontroller. To enable a tick frequency of 256 Hz, the timer is clocked at 
32768

32
=

1024 𝐻𝑧 and generates an interrupt when the counter reaches 4. As the counter register of this timer is 16 bits 

wide this means that the maximum counting value before overflow is 216 = 65536 which at the set frequency of 

1024 Hz is reached in 64 seconds. The importance of this will be explained later in this section. 

Now normally this interrupt (tick) is generated every 
1

256
 𝑠 even when there is nothing for the 

microcontroller to process, and this interrupt awakes the microcontroller from a possible low power state. To 

overcome this limitation a function is introduced in FreeRTOS, this function is called every time the idle task 

starts running. The idle task only runs when there are no other tasks running, no processing needed. This function 

checks when the next event (a FreeRTOS event like timeouts or delays) is scheduled, sets the compare value of 

the timer (next interrupt time) to this value and then the microcontroller is put in a low power state. This means 

that during this waiting time no tick is generated and (no interrupt) and therefore the microcontroller can stay 

in the low power state undisturbed. If an interrupt occurs before the end of the sleep period, the microcontroller 

is awakened and the FreeRTOS function checks the counter register value and updates its tick counter 

respectively, so not to lose track of passed time. There is a limit to how long a tickless idle can be, this limit is 

imposed by the time it takes the timer register to overflow which, as seen before, is 64 seconds. If the idle time 

is expected to be longer than that, the idle period is subdivided in smaller sections, each of them below the 64 

seconds limit. An alternative would be to schedule an RTC alarm for the end of the expected idle period but this 

is not implemented as there should never be a case where there is a waiting period longer than 64 seconds and 

FreeRTOS is used to impose this period. 

In the case when the tickless idle function is called and the FreeRTOS scheduler is not waiting for any action 

(no timeouts or delays pending) then the timer that generates the tick interrupts is fully disabled and the 

microcontroller can only be awaken by another interrupt source. This also means that the FreeRTOS loses track 

of the time that passed since it went into tickless idle and was awaken. Here this is not a problem as every time 

critical wait that is longer than 64 seconds is handled by the RTC alarm (only scheduled sensor data collection 

falls into this category) and there is no functionality that relays on an absolute tick value (time since the 

microcontroller is started up) only on relative time (e.g., waiting 1000 ms). A solution to resolve this is to 

increment the tick counter the necessary amount by calculating the time passed since disabling the timer and 

awakening of the microcontroller, saving the time before disabling the timer (entering the low power mode), 

from the RTC.  

The microcontroller used has many different low power states, but only the ones that retain the RAM are of 

relevance in this project as retaining the RAM is essential to retain states of the network. Exiting the low power 

states would correspond to a restart of the microcontroller and that is not desirable. From these low power 

states the lowest one is stop mode 2. In this mode, only the low speed clocks are available (internal and external) 

and only low power UART 1, low power timer 1 are available and RTC are functional. Wakeup times from this 

power mode are 7 μs from Flash. To use this mode effectively, the radio timer that cycles the RX mode needs to 
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run from the low power timer 1 and so the FreeRTOS tick timer can only run from the low power timer 2 meaning 

that when there are tasks waiting (the timer must be enabled) the microcontroller can only enter stop mode 1 

where the low power timer 2 is also enabled, and stop mode 2 can only be entered when no task is waiting. 

Additionally, when using FreeRTOS software timers, these timers are always running or better, waiting for a 

timeout, meaning that then the microcontroller can never enter Stop mode 2, which is the case in this project, 

without serious changes to the FreeRTOS source code. Table 14 shows a comparison of some of the low power 

modes available, all with RAM retention, and the respective availability of peripherals (only the ones actually 

used in the project), wake up time from flash (as the program runs from flash) and their power consumption 

(only the microcontroller consumption). 

Table 14: Low power mode comparison 

    Tested Consumption 

Mode Clocks Peripherals Wakeup time  Current (mA) at 3.3 V Power (mW) 

Run All All N/A 13.91 45.9 

Stop 0 Low speed All except RNG and SPI 4.5 us from Flash 0.110 0.363 

Stop 1 Low speed All except RNG and SPI 6 us from Flash 0.007 0.023 

Stop 2 Low speed RTC, LPUART1, LPTIM1 7 us from Flash 0.001 0.003 

As seen in previous Sections the other major energy consumer is the radio, Table 15 shows the different 

measured power consumption for this radio (SPIRIT1) in different scenarios. 

Table 15: Radio power consumptions 

 Tested Consumption 

Scenario/Mode Current (mA) at 3.3 V Power (mW) 

Sleep  0.9 2.97 

RX 13.2 43.56 

TX (at 10 dBm) 19.4 64.02 

TX (at 0 dBm) 13.2 43.56 

TX (at -10 dBm) 10.6 34.98 

TX (at -20 dBm) 8.6 28.38 

TX (at -30 dBm) 8.0 26.4 

It is clearly visible that even in RX mode the radio consumes a significant amount of power, which is why 

the low duty cycle mode is used, reducing radio RX on mode significantly. With this technique enabled and taking 

into account the results from Section 3.1.2, 𝑇𝑂𝑁 must be at least 0.7 ms for proper RSSI detection with no 

significant advantage going above that, the approximate average power consumption when waiting for a 

transmission (normal mode) is given by 

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝐶𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛 (𝑚𝑊) =
30.49 + 𝑇𝑂𝐹𝐹 ∗ 2.97

0.7 + 𝑇𝑂𝐹𝐹

. (5) 

Using the default value for a complete cycle of 4 ms (0.7 + TOFF), the average consumption is 10.07 mW, 

which can be decreased by increasing the cycle time (𝑇𝑂𝐹𝐹  time) with the disadvantage of increased consumption 

during actual reception and transmission (due to the LDC radio technique) and also slower reception time 

(message response time).  

Combining this technique with the low duty cycle radio technique, the average power consumption is 

significantly reduced. Figure 33 shows a typical current consumption scenario during a packet transmission, like 
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the one in Figure 19, and before and after that transmission, including the microcontroller and the radio. Both 

the current spikes from the radio RX and TX modes and the ones from different power states of the 

microcontroller are visible. 

 

Figure 33: Current consumption profile during a transmission. 

The blue line is the system current consumption, starting on the left with the microcontroller in Stop mode 

1 and the radio duty cycle of 4 ms. The yellow line is the TX state of the radio. At around 10 ms the microcontroller 

is awakened to start the transmission phase, with the first bump still being from the radio duty cycle. After that, 

the first longer bump, the CS test is performed. The next bump is the dummy bite transmission and the third the 

actual packet transmission. They are distinguishable from the rest because, based on the yellow line, the radio 

is in TX state and also the current consumption is significantly higher than when the radio is in RX mode.  

In the case of the packet transmission, the third longer bump, there is only a small peak and then the current 

consumption goes down. This is because the microcontroller transmitted the packet to the radio and entered 

Stop mode 1, even while the radio is still transmitting the packet. This doesn’t happen in the dummy transmission 

because the microcontroller is in an active wait state, waiting for the end of the dummy transmission. At the end 

of the packet transmission the radio enters the normal operation of radio duty cycling. 

It is also important to note that the current consumption of the system when the microcontroller is in stop 

mode 1 and the radio in sleep is not the one visible in Figure 33, it is significantly lower. The values visible in 

Figure 33 are due to the noise floor (because of the low sensitivity of the oscilloscope used in this measurement 

a large current sense resistor had to be used and this increases the noise floor). 

Combining these results, one arrives at an average power consumption that depends mostly on the radio 

duty cycling period. When this period is set to the default of 4 ms with an RX on time of 0.7 ms the average 

consumption is around 10.07 mW. This calculation admits that the microcontroller is always in stop mode 1 and 

there is no packet to be received, this is also by far the most occurring scenario and where most of the energy is 

spent. Receiving and transmitting a packet and also reading sensor values are high power tasks but are very fast 

and contribute much less to the overall power consumption than radio RX cycling. For example, a reception of a 

packet of 20 bytes at a bitrate of 38433 bits/s takes around 4.16 ms (as seen in section 3.1.2) where radio and 
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microcontroller consume a combined 94.71 mW (considering that the microcontroller is always on which, is not 

the case) and a packet transmission also takes 4.16 ms (same conditions as before) where radio and 

microcontroller consume a combined 123.09 mW (considering that the microcontroller is always on which, is 

also not the case, as is visible in Figure 33, and a radio transmission power of 10 dBm). 

3.5 Additional Features 

In this section additional features that do not directly relate to neither the network part or the energy 

management part of the project are explained. 

3.5.1 Sensor Scheduling 

This feature is used to create schedules for when sensor values should be read and returned through the 

network to the source without needing a REQ message every time. Only a first REQ message is required to set 

up the schedule and to create a path that can then be used to route the INF messages. 

The schedule is a daily schedule, meaning that actions (getting sensor values and send them to the source) 

can be scheduled during the course of one day but not for specific days (or months or even years). It is a schedule 

that repeats itself every 24 hours. 

Multiple schedules can be created and maintained at the same time, they are saved in a list that organizes 

them in ascending order of needed action (the first one that needs action is located first). A schedule entry 

consists of four parts. A start time, an end time, a cycle time and a sensor info part. Start time defines when 

during the day the schedule starts, and end time when it ends. Cycle time defines the period between two 

consecutive sensor updates and sensor info indicates which sensor information should be send back to the 

source. 

Figure 34 shows an example of a schedule with different time zones and different requested sensors. As is 

visible, the list is organized in an ascending order of next time, the current time in the RTC for this scenario is 

00:00:00. This field indicates the next time when the specified sensors are to be read and information 

transmitted. 

 

Figure 34: Sensor Schedule Example. 

This schedule also works with different sources, the first field indicates to which source the scheduled 

sensor value updates should be returned to. 

To schedule a next sensor read and transmission, the integrated RTC alarm function of the microcontroller 

is used. The alarm can be set to a specific time (here Next Time) and the microcontroller is then awakened when 

this time is reached. This means that during the whole wait time the microcontroller can be left in a low energy 

state and is only awaken when it is necessary to gather the requested information and transmit it. 

When the alarm awakens the microcontroller, the defined sensors are read and the information transmitted 

to the source. The list is then updated, the expired next time is incremented by the interval value and this list 
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entry is rearranged in the list in the right order. The first entry is always the earliest next time. So, whenever the 

alarm expires, the microcontroller is awakened, the scheduler knows that the schedule that expired was the first 

one in the list. 

3.5.2 Sensor Alarm 

This feature allows the setting of alarm values for each available sensor, both upper or lower alarm values. 

When it is detected that the set alarm values where trespassed an INF message is returned to the source (that 

set these alarm values) with the sensor value of the sensor that triggered the alarm. To know if a sensor 

trespassed its set alarm values, the sensors with set alarm values need to be checked periodically, this period 

can be changed remotely. To schedule a sensor read and test, like in the previous feature, the internal RTC alarm 

is used. The microcontroller used has two separate alarm channels, so that two separate alarms can be set. 

This feature is simpler than the previous one and only works with one source node at a time. It is not 

possible to set multiple alarm values for different source nodes. 

3.6 Integration with Parallel Projects 

As already mentioned, this project is part of a bigger project that together form a complete WSN solution. 

In this chapter the communication between the two other projects is explained. 

3.6.1 Sensor and Energy Harvesting Subsystem 

This project focuses on developing the sensor array and energy harvesting module. Both projects run on 

the same platform and share information, it is therefore important to define how the resources and information 

are shared. 

Both projects use the same MCU, running FreeRTOS. In this way, both projects are developed more 

independently. For each project, individual tasks are developed and are joined. To enable exchange of data 

FreeRTOS queues are used. 

There are two different types of data shared in between the two projects. The first type is data that is used 

in this project both for the network protocol, for choosing and reinforcing routes. The second type is data that is 

transparent to the network protocol, e.g., sensor data. The data used for the network protocol are GPS location, 

energy consumption, available energy (energy storage level) and the amount of energy harvested. The data that 

is transparent to the network protocol (this project) is the payload of the transmitted messages, the useful data, 

which includes all sensor data and GPS data. All communication between tasks are handled by FreeRTOS queues. 

Every task has its own queue where it receives commands and/or data, a task never receives from a different 

queue, there are no shared queues between tasks. A queue message consists of a command field, a field with a 

pointer to the data and a field indicating to which queue the possible return message should be sent. This allows 

commands being sent from different tasks and the task receiving the command knowing to which task (queue) 

it should reply. 

When a mote receives a sensor request or new sensor settings it translates the received commands to 

internally known and agreed by both projects ones. This command is then transmitted to the respective task 
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through its queue and the necessary action is performed. When necessary (e.g., for sensor data) data is returned 

through the passed return queue. 

3.6.2 Base Station and Web Interface 

This project, in contrast to the previous one, runs on a different platform, a Raspberry Pi. It is responsible 

to coordinate sensor data requests and making the interface between the WSN and the end user, through a web 

interface. 

The communication between the base station and the WSN can happen at any node of the WSN, all nodes 

are homogenous. The communication is done via UART, and uses the interface explained in Chapter 3.3. 
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4 Results 

This chapter shows some results obtained by simulating the implemented network with the simulator. This 

is the only way to get some realistic idea of how many messages are involved for different scenarios as it was not 

possible to implement a physical network in the short period of time of this project. Even though no physical 

network was deployed, simple tests were performed to get an idea of message timings with only two physical 

motes. This is important as it is not possible to get accurate, or even close, timing values from the simulator as 

most of the time the switching of tasks takes a significant amount of time and therefore influence heavily 

message timings. 

4.1 Network Results (Simulation) 

As mentioned in Section 3.2, the network was tested with a simulator. The use of this simulator imposes 

some conditions namely: RSSI values are static and correspond to the distance between two motes; the energy 

level of a mote is only influenced by packet transmission (every transmission decrements the energy level of the 

mote by a fixed amount) and a node always receives a packet on the first try (no lost packets). 

In scenario 1, shown in Table 16 and Table 17, the simulation is configured as shown in Figure 24. This is, a 

uniform distribution of 256 motes in an area of 10 km by 5.625 km, a radio range of 1 km, the source in the lower 

right corner (ID 219) and destination area in the upper left with a radius of 2 km. Also, the INF message return 

criteria are “Hop Count”, “RSSI” and “Energy Level”. Table 16 shows the results using location-based REQ 

message dissemination with a distance to the dissemination path of 1 km. 

Table 16: Scenario 1 using location-based dissemination 

Request # REQ # Motes REQ # INF # Motes INF # Clusters Used 

1 88 88 174 71 14 

2 88 88 164 77 13 

5 88 88 164 76 13 

10 88 88 164 70 13 

20 88 88 164 69 13 

In this table, and all following ones, “Request” is the number of the requests sent (1st, 2nd, 3rd, etc.), “# REQ” 

is the number of REQ messages sent for this request, “# Motes REQ” is the number of motes that sent a REQ 

message, “# INF” is the number of INF message sent for this request message, “# Motes INF” is the number of 

motes that sent an INF message and “# Clusters Used” is the number of clusters that were used for this request 

message. Table 17 shows the result when not using location-based REQ message dissemination. 

Table 17: Scenario 1 without using location-based dissemination 

Request # REQ # Motes REQ # INF # Motes INF # Clusters Used 

1 256 256 138 89 10 

2 256 256 138 92 10 

5 256 256 138 91 10 

10 256 256 138 96 10 

20 256 256 138 94 10 
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In both cases, with and without using location-based REQ message dissemination, it is visible that the 

number of REQ messages remains constant over multiple sent requests. This is because no mote was energy 

depleted during this process (this is the only way that a mote stops receiving/transmitting a message). The 

number of INF messages sent also remains constant if the number of clusters involved also remains constant. 

This leads to another observation, only in the case of Table 16, the number of clusters used is optimized over 

multiple requests. Comparing both cases, it is clear that the first is significantly more efficient in routing REQ 

messages (going from 88 to 256 transmitted REQ messages). The number of INF messages is not equal because 

the number of clusters used is also different, and varies over different instances of the same simulation. At last, 

it is also visible in both cases that the INF messages were routed through different paths over multiple sent 

requests, based on “# Motes INF”. This value changes because of the use of “Energy Level” as a routing criterion, 

meaning that sometimes suboptimal paths are used (to avoid energy depletion). 

Scenario 2 is the scenario where the location-based dissemination algorithm gets stuck, the same scenario 

as in Figure 25 and Figure 26. This scenario uses 324 motes with the same conditions as in scenario 1, with 

exception of the mote distribution. Table 18 is the case where the location-based dissemination algorithm gets 

stuck, after the algorithm flooded the network with the REQ message and the INF message was return to the 

source. Table 19 is the same scenario but without using location-based dissemination which also means that the 

algorithm didn’t get stuck. 

Table 18: Scenario 2 using location-based dissemination 

Request # REQ # Motes REQ # INF # Motes INF # Clusters Used 

1 357 324 49 47 2 

2 357 324 71 53 2 

5 357 324 57 53 2 

10 357 324 58 54 2 

20 357 324 52 44 2 

Table 19: Scenario 2 without using location-based dissemination 

Request # REQ # Motes REQ # INF # Motes INF # Clusters Used 

1 324 324 54 50 2 

2 324 324 69 58 2 

5 324 324 63 60 2 

10 324 324 71 68 2 

20 324 324 71 68 2 

In this scenario, it is evident that using location-based dissemination can be worse than not using it (sending 

357 REQ messages instead of 324). This is because after getting stuck the algorithm basically uses the same 

technique as in the case which didn’t use location-based dissemination, and the REQ messages sent before 

getting stuck are wasted (in this case 33 REQ messages). The considerable difference of sent INF messages is 

purely coincidental, this varies over different instances of the same simulation. 

The third scenario consists of 256 motes distributed randomly in the same area as before. The radio power 

was also not changed from the previous scenarios. In this scenario, the destination is a node in the upper left 
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corner, roughly in the same position as the center the destination area of scenario 2. The source node is also 

roughly at the same position as in scenario 2. 

Both cases, presented in Table 20 and Table 21, use REQ message dissemination based on previous 

messages paths. The difference is that in the case of  Table 20, the INF message routing criteria are “Hop Count” 

and “Energy Level”, and in the case of Table 21, the routing criteria are “Average RSSI” and “Energy Level”. 

Table 20: Scenario 3 using Hop Count and Energy Level 

Request # REQ # Motes REQ # INF # Motes INF # Clusters Used 

1 255 255 13 13 1 

2 12 12 13 13 1 

5 12 12 13 13 1 

10 12 12 13 13 1 

20 12 12 13 13 1 

In the above case, using “Hop Count” and “Energy Level” to route INF messages, the number of sent INF 

messages is constant over multiple requests but the return paths still change. This happens because only one INF 

message is routed back and “Hop Count” is used, this results in all return paths used having the same hop count. 

This also happens when only using “Hop Count” or “Hop Count” with “RSSI” and other combinations involving 

“Hop Count”. 

Table 21: Scenario 3 using Average RSSI and Energy Level 

Request # REQ # Motes REQ # INF # Motes INF # Clusters Used 

1 255 255 12 12 1 

2 11 11 14 14 1 

5 263 256 14 14 1 

10 12 12 13 13 1 

20 13 13 14 14 1 

In contrast to the case of Table 20, the case of using “Average RSSI” and “Energy Level”, Table 21, the 

number of INF messages sent changes over multiple request messages, because by using “Average RSSI” the 

effect of “Hop Count” is leveraged with RSSI values and allows the use of more suboptimal paths to route the 

INF message. Also, with respect to the difference in sent REQ messages to the sent INF messages, there is always 

at least 1 additional INF message sent. This is because when the source node receives the INF message, it sends 

an INF acknowledge message back. When the REQ message reaches its destination, that mote does not send a 

REQ acknowledge message back, the INF message that it will be sent serves as the acknowledge message. 

In both cases, it is clearly visible that using information from previous messages paths to route the REQ 

message greatly reduces the number of REQ messages sent. In the case of Table 21, a side effect of this is visible. 

In the fifth request (actually from the fifth to the eighth), the REQ message got routed in a circle and got stuck 

leading to the flooding of the REQ message. This is because over time it can happen that a mote has multiple 

recorded REQ messages with good values and it routes the message away from the destination, instead of 

towards it. 
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4.2 Mote to Mote timings 

Some simple tests were performed to get some idea of information request timings, these tests were 

performed with only two motes, one as the source and the other as the sink. Also, these tests do not include any 

additional delays introduced by the actual sensors, the requested information was returned immediately.  

The first test was for the ID assignment, the time between the instant when the source started the 

assignment with an INVITE message and the instant when it received the ID_ACCEPTED message. On average, 

this process takes 5350 ms. Most of this time the motes are waiting for messages and timeouts. This wait times 

are not yet optimized and are way longer than necessary. It is only possible to optimize these values when a 

larger network is deployed, a larger network needs longer wait times as there are more motes involved. 

The second test is the round trip time, the time from when the source sends a REQ message until it receives 

the INF message. On average, this takes 904 ms with very little fluctuation, around 4 ms. Again, most of this time 

the motes are waiting for messages and timeouts which are not yet optimized and are longer than necessary. 

Finally, a test was performed to get the time it takes to propagate a REQ message. This time is taken 

between the instant the source sends a REQ message and the instant when the other mote retransmits this 

message. On average, this takes 183 ms also with very little fluctuation, around 4 ms. Here none of this time is 

spent on waiting for some timeouts or additional messages. This value only depends on the data rate and mostly 

on the LDC period. This value is larger than the one obtained when testing the LDC and CS system (Table 8), which 

for this case was 58 ms, because there are more processing and tasks involved. 

All the above tests where performed with a bitrate of 38433 bits/s, with the LDC and CS system enabled 

(LDC period of 4 ms) and a FreeRTOS tick period of 3.9 ms. Also, only situations where no packets where lost 

where considered. To get a better idea of how much the LDC period and the data rate influences these values, 

all the above tests where also performed with different LDC periods and data rates. The results from these tests 

are shown in Table 22. 

Table 22: Influence of LDC period and bitrate on message timing 

Bitrate (bits/s) LDC Period (ms) 
Test 1 (ms) 

ID Assignment 
Test 2 (ms) 

REQ/INF time 
Test 3 (ms) 

REQ Retransmission 

38433 

4 5350 904 183 

8 5552 1013 237 

16 5988 1216 341 

250244 

4 5335 935 171 

8 5518 988 221 

16 5945 1210 335 

From these results, it is clear that the influence of bitrate on overall timings is very little but changing the 

LDC period has a significant influence. This is best visible in the 3rd test, because in this test there are no large 

waiting periods (no waiting periods at all). The influence of changing the LDC period is consistent with what was 

already obtained in section 3.1.2 (Table 8) and the difference in timings is due to additional complexity of the 

system, because there are more threads and processing. One other interesting case is from test 2 with a LDC 

period of 4, changing the bitrate from 38433 bits/s to 250244 bits/s actually increased the time between sending 
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the REQ message and receiving the INF message. It is not clear why this happens but it could be that, because 

the RSSI threshold is higher, it takes the radio longer to get an RSSI above the threshold value. 

The timing values obtained from test 3, time between sending a REQ message and the next mote 

retransmitting it, is very important to get an idea of the performance of the network when scaled up. Every 

additional hop in a message routing path introduces this delay. The difference between this message being a 

REQ message or INF message is not very significant as the actual time spent sending the packet is very low 

compared to the overall time, as seen in section 3.1.2 (Table 8). Using a very simple approximation, the time 

between the source sending the REQ message and it receiving the INF message is equal to the timing values from 

test 2 with each additional hop in the message routing path contributing a delay equal to the values from test 3. 

This last delay is added twice, once for the REQ message routing and once for the INF message. Using this 

approximation, the time it takes a request like the one from section 4.1, scenario 3, (Table 20), which has an 

average of 12 hops for both the REQ message and the INF message, to be answered with an INF message would 

be around 904 +  2 ∗ (11 ∗ 183) = 4930 𝑚𝑠. 
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5 Conclusion and Future Work 

As seen in the state of the art in this report, there several different architectures for a WSN protocol. Each 

of these architectures has their strengths and shortcomings. The objective of this project was to leverage the 

strengths and weaknesses from these protocols and network architectures with the goal of creating a custom, 

optimized solution. During the development, it became necessary to develop every layer of a network 

architecture. To test some parts of the architecture a simulator was necessary, and it was also developed during 

this project. 

The main focus of the project remained the routing of messages. The algorithm developed is essentially a 

data-centric architecture with the addition of a location-based system that is used whenever possible. There 

were also some other improvements, like cluster formation and better request message routing. The final 

algorithm performs better than a pure data-centric one, worst case equally, and it overcomes problems from a 

location-based one like the mandatory use of location data. This is still recommended and with it the algorithm 

performs better but it also works without it. 

Assigning unique ID’s to motes was thought to be a simple task but, in order for it to function properly and 

save energy in the long run, it turned out to be a complex task. Many techniques were looked upon and some 

were tried out but in the end a different technique was developed, based on the most promising one tested. Also 

during the implementation of energy saving techniques for the microcontroller, using FreeRTOS features, it 

became obvious that there was also a need to implement an energy saving technique for the radio. 

Altogether, the project turned out to be more complex than anticipated but provided the author with a 

deeper understanding of network architectures as a whole and developing energy efficient techniques for 

embedded systems. 

5.1 Future Work 

In this chapter some possible improvements are listed as well as areas where future work could be done to 

improve this project. Also some additional functionality’s that could be implemented are discussed. 

5.1.1 Simulator 

The simulator is currently limited mainly because of the use of one thread per node. This approach is the 

simplest one but results in a low effective usage of the CPU, a lot of processing is lost on thread handling and 

switching. To overcome this there are two main solutions. First, instead of using one thread per node, every node 

could be represented by an object in an array and when a node object needs processing it is handed off to a 

worker thread. In this way only a few threads are necessary but these threads are not node specific, they process 

whichever node needs processing. This implementation is more complex as the scheduling of node processing 

needs to be handled by the programmer and not the operating system. 

The second solution, and probably the best and most efficient, is using the GPU to run the simulations. A 

GPU consist of multiple (hundreds or thousands) of small processors with shared memory. It is thus possible to 

run each node on its own processor, creating a truly multitasked simulator with more realistic results, as nodes 
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don’t have to share processor time. This implementation is the most complicated one and must take into account 

GPU architecture and therefore also use GPU specific library’s and code, like OpenCL. 

5.1.2 Network Architecture 

For the network architecture, more specifically in the transport layer, there are some changes that could 

be made to improve its capability. 

First, expand the direct REQ message routing to not only work with ID destination but also with area. Also 

changing the REQ message value to be a relative field, always in between 0 and 100, with 0 being the worst 

message and 100 the best. This would remove saturation problems of the REQ message value. 

Another thing that would be interesting to implement and test is, instead of using a binary system for the 

INF message routing criteria, using a weighted selection. Instead of just setting if a criterion should be used or 

not the criteria would have a weight associated to it. For example, “Hop Count” could weight 50%, “RSSI” 25% 

and “Energy Level” the other 25%. This would allow a more gradual and tunable INF message path routing. 

5.1.3 Additional Functionalities 

There are some interesting additional features that could be added to the WSN. One would be 

implementing an algorithm that can calculate the position of a mote, which has no GPS, using neighboring motes 

location information and radio RSSI values. There are some difficulties to overcome, mainly estimating the 

distance from a mote to another using RSSI values. This is because the radio signal not only degrades with 

distance but also with ambient conditions (humidity, temperature) and the physical environment, obstacles in 

the Fresnel zone. 

Another very useful feature would be firmware field update over the already created network. The 

microcontroller used has a useful technique for this, it has dual flash banks with boot support. This means that 

the flash is separated into two banks, each with 512 kbytes and the microcontroller can boot from either of them. 

In this way the new firmware received over radio can be written directly to one bank while running from the 

other and when the update is complete and its integrity successfully tested it can then boot from that bank, while 

retaining the old firmware. This was successfully implemented and tested but only over UART, not radio. 
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Annex A 

Set Commands 

Command 
Parameter/s Default 

Hex ('B': 0x42) ASCII Long ('A') ASCII Short ('N') 

0x0101   "257" State (1 or 0) 0 

0x0201 set_alarm_lower "513" Sensors, Array of values N/A 

0x0202 set_alarm_upper "514" Sensors, Array of values N/A 

0x0203 set_alarm_update "515" Interval (s) N/A 

0x0204 set_scheduler_time "516" Sensors, Time (s) N/A 

0x0205 set_scheduler_periode "517" Sensors, Interval (s) N/A 

0x0206 set_scheduler_interval "518" Sensors, Interval (s), Start Time (s), End Time (s) N/A 

0x020F clear_scheduler "527" N/A N/A 

0x0211 set_datarate "529" Datarate (bits/s) 38400 

0x0212 set_time_date "530" UNIX Epoche time (s) N/A 

0x0213 set_sink "531" State (1 or 0) 0 

0x0221 set_retrys "545" Value 2 

0x0231 set_interface "561" Value ('A': 65; 'N': 78; 'B': 66) A': 65 

0x0303 set_transmission "771" State (1 or 0) 0 

0x0304 set_base_freqeuncy "772" Frequency (Hz) 868000000 

0x0305 set_xtal_offset "773" Frequency (Hz) 0 

0x0306 set_radio_power "774" Power (dBm) 10 

0x0307 set_channel_number "775" Channel 10 

0x0308 set_bw_filter "776" Frequency (Hz) 40000 

0x0309 set_channel_sapcing "777" Frequency (Hz) 20000 

0x030A set_bitrate "778" Bitrate (bit/s) 38400 
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0x030B set_modulation "779" 

Modulation: 
- FSK: 0x00 (0) 
- GFSK_BT1: 0x10 (16) 
- ASK_OOK: 0x20 (32) 
- MSK: 0x30 (48) 
- GFSK_BT05: 0x50 (80) 

GFSK_BT05 

0x030C set_deviation "780" Frequency (Hz) 19200 

0x030D set_agc "781" State (1 or 0) 1 

0x0320 set_ldcr "800" State (1 or 0) 1 

0x0321 set_ldcr_periode "801" Time (ms) 3 

0x0322 set_rx_timeout_short "802" Time (0.1 ms) 7 

0x0323 set_rx_timeout_long "803" Time (0.1 ms) 200 

0x0324 set_cs "804" State (1 or 0) 1 

0x0325 set_cs_retry "805" Value 2 

0x0326 set_cs_threshold "806" RSSI (dBm) -100 

0x0327 set_cs_wait_time "807" Time (ms) 10 

0x0410 set_packet_type "1040" 

Type: 
- Basic: 0x00 
- WM_Bus: 0x80 
- STack: 0xC0 

Basic 

0x0411 set_broadcast_address "1041" Value N/A 

0x0412 set_multicast_address "1042" Value N/A 

0x0413 set_my_address "1043" Value N/A 

0x0414 set_packet_filtering "1044" 
Value [ 0; 0; 0; CRC; CTRL; MYADD; MUTI; 
BROAD] 

Only CRC 

0x0415 set_preamble_length "1045" # Bytes 4 

0x0416 set_sync_length "1046" # Bytes 4 

0x0417 set_sync_word "1047" Word 0x88888888 

0x0418 set_fixed_length "1048" State (1 or 0) 0 

0x0419 set_variable_length "1049" Bytes 2^7 
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0x041A set_crc_mode "1050" 

Type:  
- No CRC: 0x00 
- CRC_8 (0x07): 0x20 
- CRC_16_1 (0x8005): 0x40 
- CRC_16_2 (0x1021): 0x60 
- CRC_24 (0x864CFB): 0x80 

0x40 

0x041B set_fec "1051" State (1 or 0) ?? 

0x041C set_whitening "1052" State (1 or 0) 1 

0x0520 set_sensors_all "1312"     

0x0521 set_temp_temp_resolution "1313" 

Value: 
- 14 bits: 0x00 
- 12 bits: 0x01 
- 13 bits: 0x02 
- 11 bits: 0x03 

  

0x0522 set_hum_temp_resolution "1314" 
Value: 
- 14 bits: 0x00 
- 11 bits: 0x01 

  

0x0523 set_humidity_resolution "1315" 

Value: 
- 14 bits: 0x00 
- 11 bits: 0x01 
- 8 bits: 0x02 

  

0x0524 set_barometer_mode "1316" 
Value:  
- Forced: 0x00 
- Normal: 0x01 
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0x0525 set_barometer_power "1317" 

Value: 
- Ultra Low Power: 0x00 
- Low Power: 0x01 
- Standart: 0x02 
- High Resolution: 0x03 
- Ultra High Resolution: 0x04 

  

0x0526 set_barometer_filter "1318" 

Value: 
- Off: 0x00 
- COEF_2: 0x01 
- COEF_4: 0x02 
- COEF_8: 0x03 
- COEF_16: 0x04 

  

0x0527 set_barometer_standby "1319" 

Value: 
- 1 ms: 0x00 
- 63 ms: 0x01 
- 125 ms: 0x02 
- 250 ms: 0x03 
- 500 ms: 0x04 
- 1000 ms: 0x05 
- 2000 ms: 0x06 
- 4000 ms: 0x07 

  

0x0528 set_luminosity_power "1320" 
Value:- Off: 0x00- Power Saving Mode 1: 0x01- 
Power Saving Mode 2: 0x02- Power Saving Mode 
3: 0x03- Power Saving Mode 4: 0x04 
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0x0529 set_luminosity_spectral "1321" 
Value: 
- Narrow: 0x00 
- Wider: 0x01 

  

0x052A set_uv_integration "1322" 

Value: 
- 0.5T: 0x00 
- 1T: 0x01 
- 2T: 0x02 
- 4T: 0x04 

  

0x052B set_magnetometer_power "1323" 

Value: 
- 900 uA: 0x00 
- 550 uA: 0x01 
- 275 uA: 0x02 
- 137 uA: 0x03 
- 68 uA: 0x04 
- 43 uA: 0x05 
- 17 uA: 0x06 
- 8,6 uA: 0x07 

  

0x052C set_magnetometer_oversampling "1324" 

Value: 
- Very Fast: 0x00 
- Fast: 0x01 
- Normal: 0x02 
- Slow: 0x03 

  

0x052D set_sensor_power "1325" 

Value: 
- Low Resolution: 0x00 
- Medium Resolution: 0x01 
- High Resolution: 0x02 
- Ultra High Resolution: 0x03 

  

0x0540 reset_sensors_all "1344" Type (1 - maintain settings or 0 - restore default) N/A 

0x0541 reset_temperature "1345" Type (1 - maintain settings or 0 - restore default) N/A 
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0x0542 reset_humidity "1346" Type (1 - maintain settings or 0 - restore default) N/A 

0x0543 reset_barometer "1347" Type (1 - maintain settings or 0 - restore default) N/A 

0x0544 reset_luminosity "1348" Type (1 - maintain settings or 0 - restore default) N/A 

0x0545 reset_uv "1349" Type (1 - maintain settings or 0 - restore default) N/A 

0x0546 reset_magnetometer "1350" Type (1 - maintain settings or 0 - restore default) N/A 

0x0547 reset_gps "1351" N/A N/A 
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Get Commands 

Command 
Return/s 

Hex ('B': 0x42) ASCII Long ('A') ASCII Short ('N') 

0x8201 get_alarm_lower "33281" SensorData 

0x8202 get_alarm_upper "33282" SensorData 

0x8203 get_alarm_update "33283" uint32_t 

0x820E get_scheduler_full "33294" SchedulerData[] 

0x8211 get_datarate "33297" uint32_t 

0x8212 get_time_date "33298" uint32_t 

0x8213 get_sink "33299" uint32_t 

0x8214 get_memory "33300" uint32_t 

0x8221 get_retrys "33313" uint32_t 

0x8231 get_interface "33329" uint32_t 

0x8301 get_spectrum "33537" int16_t[] 

0x8303 get_transmission "33539" uint32_t 

0x8304 get_base_freqeuncy "33540" uint32_t 

0x8305 get_xtal_offset "33541" uint32_t 

0x8306 get_radio_power "33542" int32_t 

0x8307 get_channel_number "33543" uint32_t 

0x8308 get_bw_filter "33544" uint32_t 

0x8309 get_channel_spacing "33545" uint32_t 

0x830A get_bitrate "33546" uint32_t 

0x830B get_modulation "33547" uint32_t 

0x830C get_deviation "33548" uint32_t 

0x830D get_agc "33549" uint32_t 

0x8320 get_ldcr "33568" uint32_t 

0x8321 get_ldcr_periode "33569" uint32_t 

0x8322 get_rx_timeout_short "33570" uint32_t 

0x8323 get_rx_timeout_long "33571" uint32_t 

0x8324 get_cs "33572" uint32_t 
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0x8325 get_cs_retry "33573" uint32_t 

0x8326 get_cs_threshold "33574" uint32_t 

0x8327 get_cs_wait_time "33575" uint32_t 

0x8410 get_packet_type "33808" uint32_t 

0x8411 get_broadcast_address "33809" uint32_t 

0x8412 get_multicast_address "33810" uint32_t 

0x8413 get_my_address "33811" uint32_t 

0x8414 get_packet_filtering "33812" uint32_t 

0x8415 get_preamble_length "33813" uint32_t 

0x8416 get_sync_length "33814" uint32_t 

0x8417 get_sync_word "33815" uint32_t 

0x8418 get_fixed_length "33816" uint32_t 

0x8419 get_variable_length "33817" uint32_t 

0x841A get_crc_mode "33818" uint32_t 

0x841B get_fec "33819" uint32_t 

0x841C get_whitening "33820" uint32_t 

0x8502 get_sensor_all "34050" SensorData 

0x8503 get_temperature "34051" SensorData 

0x8504 get_pressure "34052" SensorData 

0x8505 get_humidity "34053" SensorData 

0x8506 get_luminosity "34054" SensorData 

0x8507 get_uvindex "34055" SensorData 

0x8508 get_magnetic "34056" SensorData 

0x8509 get_heading "34057" SensorData 

0x850A get_altitude "34058" SensorData 

0x850B get_gps "34059" SensorData 
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Message Commands 

Command 

Parameter/s format 
Hex ('B': 0x42) ASCII Long ('A') ASCII Short ('N') 

0x0E01 set_message "3585" uint16_t, variable, uint16_t, uint8_t[] 

0x0E02 get_message "3586" uint16_t, variable, uint16_t, uint16_t 

0x0E03 get_set_message "3587" uint16_t, variable, uint16_t, uint16_t, uint16_t, uint8_t[] 

 

Message Commands 

Parameter/s info Description 

messsagePathSelection, destInfo, Command, 
CommandParameters 

Send message to id destID with a return path selection of messagePathSelection and 
Command with parameters CommandParameters 

messsagePathSelection, destInfo,  SensorInfo, 
SensorInfo (SensorMerger) 

Request SensorData from sensors SensorInfo from mote destID and merge 
SensorData from sensors SensorMerger from surrounding motes and use return 
path selection of messagePathSelection 

messsagePathSelection, destInfo, SensorInfo, SensorInfo 
(SensorMerger), Command, CommandParameters 

Request SensorData from sensors SensorInfo from mote destID and merge 
SensorData from sensors SensorMerger from surrounding motes, use return path 
selection of messagePathSelection and Command with parameters 
CommandParameters 
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messagePathSelection 

Bits: 0 1 2 3 4 - 5 

Info: 
Use mote  

energy Level 
Use Avarege 
 RSSI value 

Use RSSI value Use Hop Count 
Path Redundance  

1 - 4 paths 

Default (0x008D): 1 0 1 1 00 

 

messagePathSelection 

Bits: 6 - 8 9 10 - 11 12 - 13 14 - 15 

Info: Destination Selection  
[6: Area; 7: ID; 8: Sensors]  

N/A N/A N/A 
Algorithm 

(0x00: WARN; 0x01: GBR; 0x02: IDN) 

Default (0x008D): 010 0 00 00 00 

 

DestInfo 

Destiantion Selection Format Info 

Destination Area int32_t, int32_t, int32_t, uint32_t latitude (deg*100000), longitude (deg*100000), altitude (m*100), radius (m) 

Destination ID uint32_t destination ID 

Destination Sensor N/A N/A 

Other N/A N/A 

 

SensorData Output 

SensorInfo (bit):  0 1 2 3 4 

Info: SensorInfo temperature pressure Humidity luminosity UV Index 

Format: uin16_t int16_t int32_t uint16_t uint32_t uint8_t 

Convertion:   x/100 degC x/100 hPa x/100 % x/100 lux x UV Index 

SensorInfo e.g. 0x300F YES YES YES YES NO 
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SensorData Output 

SensorInfo (bit): 5 6 7 8 

Info: magnetometer x magnetometer y magnetometer z heading altitude H 

Format: int16_t int16_t uint32_t uint8_t 

Convertion: x uT x/100 deg x/100 m x 

SensorInfo e.g. NO NO NO NO 

 

SensorData Output 

SensorInfo (bit): 9 10 11 12 13 14 

Info: G F E from ID timestamp B 

Format: uint8_t uint8_t uint8_t uint32_t uint32_t uint8_t  

Convertion: x x x x x UNIX EPOCHE x  

SensorInfo e.g. NO NO NO YES YES NO 

 

SensorData Output 

SensorInfo (bit): 15 

Info: gps latitude gps longitude gps altitude gps radius 

Format: float uint32_t 

Convertion: x deg x m 

SensorInfo e.g. NO 

 

SchedulerData 

Info: Identifier SensorInfo Start Time Interval End Time Next Time 

Format: uint32_t uint16_t uint32_t uint32_t uint32_t uint32_t 

Convertion: To ID SensorInfo HH:MM:SS in s seconds HH:MM:SS in s HH:MM:SS in s 

 

 


